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 VulnerabilitiesVulnerabilities
Note: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software andNote: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and

version.version.

CVE-2017-7679CVE-2017-7679 In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mimeIn Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mime
can read one byte past the end of a buffer when sending a maliciouscan read one byte past the end of a buffer when sending a malicious
Content-Type response header.Content-Type response header.

CVE-2017-9798CVE-2017-9798 Apache httpd allows remote attackers to read secret data from processApache httpd allows remote attackers to read secret data from process
memory if the Limit directive can be set in a user's .htaccess file, or ifmemory if the Limit directive can be set in a user's .htaccess file, or if
httpd.conf has certain misconfigurations, aka Optionsbleed. This affectshttpd.conf has certain misconfigurations, aka Optionsbleed. This affects
the Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27. Thethe Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27. The
attacker sends an unauthenticated OPTIONS HTTP request whenattacker sends an unauthenticated OPTIONS HTTP request when
attempting to read secret data. This is a use-after-free issue and thusattempting to read secret data. This is a use-after-free issue and thus
secret data is not always sent, and the specific data depends on manysecret data is not always sent, and the specific data depends on many
factors including configuration. Exploitation with .htaccess can be blockedfactors including configuration. Exploitation with .htaccess can be blocked
with a patch to the ap_limit_section function in server/core.c.with a patch to the ap_limit_section function in server/core.c.

Server: Apache/2.4.18 (Ubuntu)Server: Apache/2.4.18 (Ubuntu)

Set-Cookie: PHPSESSID=imf4mgp0c5gdq5rk72cap6901vqudr4n; path=/; HttpOnlySet-Cookie: PHPSESSID=imf4mgp0c5gdq5rk72cap6901vqudr4n; path=/; HttpOnly

Expires: Thu, 19 Nov 1981 08:52:00 GMTExpires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidateCache-Control: no-store, no-cache, must-revalidate

Pragma: no-cachePragma: no-cache

Vary: Accept-EncodingVary: Accept-Encoding

Transfer-Encoding: chunkedTransfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8Content-Type: text/html; charset=UTF-8

2222
tcp
ssh

OpenSSHOpenSSH Version: 7.2p2 Ubuntu-4ubuntu2.8Version: 7.2p2 Ubuntu-4ubuntu2.8

SSH-2.0-OpenSSH_7.2p2 Ubuntu-4ubuntu2.8SSH-2.0-OpenSSH_7.2p2 Ubuntu-4ubuntu2.8

Key type: ssh-rsaKey type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABAQDsORCHX94hvWHByTIt6JiPFtY5yjTIZ6Qf9dSgKey: AAAAB3NzaC1yc2EAAAADAQABAAABAQDsORCHX94hvWHByTIt6JiPFtY5yjTIZ6Qf9dSg

pByjvfP0pByjvfP0

5NWnbY5idHge/iPW9upd0pWWwI/GzInPiPl1dvzzm9FLfvH+CRcMXkaPOuuAeeDWAB5+pcjsx5NWnbY5idHge/iPW9upd0pWWwI/GzInPiPl1dvzzm9FLfvH+CRcMXkaPOuuAeeDWAB5+pcjsx

9cn9cn

qf9TP3bP1jTnHvBeNuwKw9aOaGW4NI/a9N2dMJWPfNhKXlLL+b2PVcHIaZGsEsyIMI+qahgQ3qf9TP3bP1jTnHvBeNuwKw9aOaGW4NI/a9N2dMJWPfNhKXlLL+b2PVcHIaZGsEsyIMI+qahgQ3

R90R90

jB02K9a/HkowFdJvr0oXej6m4llhJmR9KjXlc06bH8VnVLc3vpy1JsVzFeQUxfePK4ZV/tROwjB02K9a/HkowFdJvr0oXej6m4llhJmR9KjXlc06bH8VnVLc3vpy1JsVzFeQUxfePK4ZV/tROw

CxBCxB

hWvkblqEqpGJDtm0zphxfcf5knEM9NGcViwGglBPlEt+hN0PGr7ZlKmKSOsnyNZ1YE3fhWvkblqEqpGJDtm0zphxfcf5knEM9NGcViwGglBPlEt+hN0PGr7ZlKmKSOsnyNZ1YE3f

Fingerprint: ff:3c:ef:7d:ba:cd:ad:9a:4a:09:48:43:99:44:af:44Fingerprint: ff:3c:ef:7d:ba:cd:ad:9a:4a:09:48:43:99:44:af:44

Kex Algorithms:Kex Algorithms:

curve25519-sha256@libssh.orgcurve25519-sha256@libssh.org

ecdh-sha2-nistp256ecdh-sha2-nistp256

ecdh-sha2-nistp384ecdh-sha2-nistp384

ecdh-sha2-nistp521ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256diffie-hellman-group-exchange-sha256

diffie-hellman-group14-sha1diffie-hellman-group14-sha1

Server Host Key Algorithms:Server Host Key Algorithms:

ssh-rsassh-rsa

rsa-sha2-512rsa-sha2-512

rsa-sha2-256rsa-sha2-256

ecdsa-sha2-nistp256ecdsa-sha2-nistp256
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CVE-2016-1546CVE-2016-1546 The Apache HTTP Server 2.4.17 and 2.4.18, when mod_http2 is enabled,The Apache HTTP Server 2.4.17 and 2.4.18, when mod_http2 is enabled,
does not limit the number of simultaneous stream workers for a singledoes not limit the number of simultaneous stream workers for a single
HTTP/2 connection, which allows remote attackers to cause a denial ofHTTP/2 connection, which allows remote attackers to cause a denial of
service (stream-processing outage) via modified flow-control windows.service (stream-processing outage) via modified flow-control windows.

CVE-2018-1312CVE-2018-1312 In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP DigestIn Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest
authentication challenge, the nonce sent to prevent reply attacks was notauthentication challenge, the nonce sent to prevent reply attacks was not
correctly generated using a pseudo-random seed. In a cluster of serverscorrectly generated using a pseudo-random seed. In a cluster of servers
using a common Digest authentication configuration, HTTP requestsusing a common Digest authentication configuration, HTTP requests
could be replayed across servers by an attacker without detection.could be replayed across servers by an attacker without detection.

CVE-2018-1333CVE-2018-1333 By specially crafting HTTP/2 requests, workers would be allocated 60By specially crafting HTTP/2 requests, workers would be allocated 60
seconds longer than necessary, leading to worker exhaustion and aseconds longer than necessary, leading to worker exhaustion and a
denial of service. Fixed in Apache HTTP Server 2.4.34 (Affecteddenial of service. Fixed in Apache HTTP Server 2.4.34 (Affected
2.4.18-2.4.30,2.4.33).2.4.18-2.4.30,2.4.33).

CVE-2018-11763CVE-2018-11763 In Apache HTTP Server 2.4.17 to 2.4.34, by sending continuous, largeIn Apache HTTP Server 2.4.17 to 2.4.34, by sending continuous, large
SETTINGS frames a client can occupy a connection, server thread andSETTINGS frames a client can occupy a connection, server thread and
CPU time without any connection timeout coming to effect. This affectsCPU time without any connection timeout coming to effect. This affects
only HTTP/2 connections. A possible mitigation is to not enable the h2only HTTP/2 connections. A possible mitigation is to not enable the h2
protocol.protocol.

CVE-2016-8612CVE-2016-8612 Apache HTTP Server mod_cluster before version httpd 2.4.23 isApache HTTP Server mod_cluster before version httpd 2.4.23 is
vulnerable to an Improper Input Validation in the protocol parsing logic invulnerable to an Improper Input Validation in the protocol parsing logic in
the load balancer resulting in a Segmentation Fault in the serving httpdthe load balancer resulting in a Segmentation Fault in the serving httpd
process.process.

CVE-2019-0197CVE-2019-0197 A vulnerability was found in Apache HTTP Server 2.4.34 to 2.4.38. WhenA vulnerability was found in Apache HTTP Server 2.4.34 to 2.4.38. When
HTTP/2 was enabled for a http: host or H2Upgrade was enabled for h2 onHTTP/2 was enabled for a http: host or H2Upgrade was enabled for h2 on
a https: host, an Upgrade request from http/1.1 to http/2 that was not thea https: host, an Upgrade request from http/1.1 to http/2 that was not the
first request on a connection could lead to a misconfiguration and crash.first request on a connection could lead to a misconfiguration and crash.
Server that never enabled the h2 protocol or that only enabled it forServer that never enabled the h2 protocol or that only enabled it for
https: and did not set "H2Upgrade on" are unaffected by this issue.https: and did not set "H2Upgrade on" are unaffected by this issue.

CVE-2019-0196CVE-2019-0196 A vulnerability was found in Apache HTTP Server 2.4.17 to 2.4.38. UsingA vulnerability was found in Apache HTTP Server 2.4.17 to 2.4.38. Using
fuzzed network input, the http/2 request handling could be made tofuzzed network input, the http/2 request handling could be made to
access freed memory in string comparison when determining the methodaccess freed memory in string comparison when determining the method
of a request and thus process the request incorrectly.of a request and thus process the request incorrectly.

CVE-2019-0211CVE-2019-0211 In Apache HTTP Server 2.4 releases 2.4.17 to 2.4.38, with MPM event,In Apache HTTP Server 2.4 releases 2.4.17 to 2.4.38, with MPM event,
worker or prefork, code executing in less-privileged child processes orworker or prefork, code executing in less-privileged child processes or
threads (including scripts executed by an in-process scripting interpreter)threads (including scripts executed by an in-process scripting interpreter)

ssh-ed25519ssh-ed25519

Encryption Algorithms:Encryption Algorithms:

chacha20-poly1305@openssh.comchacha20-poly1305@openssh.com

aes128-ctraes128-ctr

aes192-ctraes192-ctr

aes256-ctraes256-ctr

aes128-gcm@openssh.comaes128-gcm@openssh.com

aes256-gcm@openssh.comaes256-gcm@openssh.com

MAC Algorithms:MAC Algorithms:

umac-64-etm@openssh.comumac-64-etm@openssh.com

umac-128-etm@openssh.comumac-128-etm@openssh.com

hmac-sha2-256-etm@openssh.comhmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.comhmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.comhmac-sha1-etm@openssh.com

umac-64@openssh.comumac-64@openssh.com

umac-128@openssh.comumac-128@openssh.com

hmac-sha2-256hmac-sha2-256

hmac-sha2-512hmac-sha2-512

hmac-sha1hmac-sha1

Compression Algorithms:Compression Algorithms:

nonenone

zlib@openssh.comzlib@openssh.com

3306
tcp

mysql

MySQLMySQL Version: 5.7.29-0ubuntu0.16.04.1-logVersion: 5.7.29-0ubuntu0.16.04.1-log

5.7.29-0ubuntu0.16.04.1-log5.7.29-0ubuntu0.16.04.1-log
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could execute arbitrary code with the privileges of the parent processcould execute arbitrary code with the privileges of the parent process
(usually root) by manipulating the scoreboard. Non-Unix systems are not(usually root) by manipulating the scoreboard. Non-Unix systems are not
affected.affected.

CVE-2017-15710CVE-2017-15710 In Apache httpd 2.0.23 to 2.0.65, 2.2.0 to 2.2.34, and 2.4.0 to 2.4.29,In Apache httpd 2.0.23 to 2.0.65, 2.2.0 to 2.2.34, and 2.4.0 to 2.4.29,
mod_authnz_ldap, if configured with AuthLDAPCharsetConfig, uses themod_authnz_ldap, if configured with AuthLDAPCharsetConfig, uses the
Accept-Language header value to lookup the right charset encoding whenAccept-Language header value to lookup the right charset encoding when
verifying the user's credentials. If the header value is not present in theverifying the user's credentials. If the header value is not present in the
charset conversion table, a fallback mechanism is used to truncate it to acharset conversion table, a fallback mechanism is used to truncate it to a
two characters value to allow a quick retry (for example, 'en-US' istwo characters value to allow a quick retry (for example, 'en-US' is
truncated to 'en'). A header value of less than two characters forces antruncated to 'en'). A header value of less than two characters forces an
out of bound write of one NUL byte to a memory location that is not partout of bound write of one NUL byte to a memory location that is not part
of the string. In the worst case, quite unlikely, the process would crashof the string. In the worst case, quite unlikely, the process would crash
which could be used as a Denial of Service attack. In the more likely case,which could be used as a Denial of Service attack. In the more likely case,
this memory is already reserved for future use and the issue has no effectthis memory is already reserved for future use and the issue has no effect
at all.at all.

CVE-2017-7668CVE-2017-7668 The HTTP strict parsing changes added in Apache httpd 2.2.32 and 2.4.24The HTTP strict parsing changes added in Apache httpd 2.2.32 and 2.4.24
introduced a bug in token list parsing, which allows ap_find_token() tointroduced a bug in token list parsing, which allows ap_find_token() to
search past the end of its input string. By maliciously crafting a sequencesearch past the end of its input string. By maliciously crafting a sequence
of request headers, an attacker may be able to cause a segmentationof request headers, an attacker may be able to cause a segmentation
fault, or to force ap_find_token() to return an incorrect value.fault, or to force ap_find_token() to return an incorrect value.

CVE-2017-15715CVE-2017-15715 In Apache httpd 2.4.0 to 2.4.29, the expression specified in <FilesMatch>In Apache httpd 2.4.0 to 2.4.29, the expression specified in <FilesMatch>
could match '$' to a newline character in a malicious filename, rather thancould match '$' to a newline character in a malicious filename, rather than
matching only the end of the filename. This could be exploited inmatching only the end of the filename. This could be exploited in
environments where uploads of some files are are externally blocked, butenvironments where uploads of some files are are externally blocked, but
only by matching the trailing portion of the filename.only by matching the trailing portion of the filename.

CVE-2018-17199CVE-2018-17199 In Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checksIn Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checks
the session expiry time before decoding the session. This causes sessionthe session expiry time before decoding the session. This causes session
expiry time to be ignored for mod_session_cookie sessions since theexpiry time to be ignored for mod_session_cookie sessions since the
expiry time is loaded when the session is decoded.expiry time is loaded when the session is decoded.

CVE-2017-9788CVE-2017-9788 In Apache httpd before 2.2.34 and 2.4.x before 2.4.27, the valueIn Apache httpd before 2.2.34 and 2.4.x before 2.4.27, the value
placeholder in [Proxy-]Authorization headers of type 'Digest' was notplaceholder in [Proxy-]Authorization headers of type 'Digest' was not
initialized or reset before or between successive key=value assignmentsinitialized or reset before or between successive key=value assignments
by mod_auth_digest. Providing an initial key with no '=' assignment couldby mod_auth_digest. Providing an initial key with no '=' assignment could
reflect the stale value of uninitialized pool memory used by the priorreflect the stale value of uninitialized pool memory used by the prior
request, leading to leakage of potentially confidential information, and arequest, leading to leakage of potentially confidential information, and a
segfault in other cases resulting in denial of service.segfault in other cases resulting in denial of service.
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CVE-2017-3167CVE-2017-3167 In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, use of theIn Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, use of the
ap_get_basic_auth_pw() by third-party modules outside of theap_get_basic_auth_pw() by third-party modules outside of the
authentication phase may lead to authentication requirements beingauthentication phase may lead to authentication requirements being
bypassed.bypassed.

CVE-2017-3169CVE-2017-3169 In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_ssl mayIn Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_ssl may
dereference a NULL pointer when third-party modules calldereference a NULL pointer when third-party modules call
ap_hook_process_connection() during an HTTP request to an HTTPS port.ap_hook_process_connection() during an HTTP request to an HTTPS port.

CVE-2016-4979CVE-2016-4979 The Apache HTTP Server 2.4.18 through 2.4.20, when mod_http2 andThe Apache HTTP Server 2.4.18 through 2.4.20, when mod_http2 and
mod_ssl are enabled, does not properly recognize the "SSLVerifyClientmod_ssl are enabled, does not properly recognize the "SSLVerifyClient
require" directive for HTTP/2 request authorization, which allows remoterequire" directive for HTTP/2 request authorization, which allows remote
attackers to bypass intended access restrictions by leveraging the abilityattackers to bypass intended access restrictions by leveraging the ability
to send multiple requests over a single connection and aborting ato send multiple requests over a single connection and aborting a
renegotiation.renegotiation.

CVE-2019-0220CVE-2019-0220 A vulnerability was found in Apache HTTP Server 2.4.0 to 2.4.38. WhenA vulnerability was found in Apache HTTP Server 2.4.0 to 2.4.38. When
the path component of a request URL contains multiple consecutivethe path component of a request URL contains multiple consecutive
slashes ('/'), directives such as LocationMatch and RewriteRule mustslashes ('/'), directives such as LocationMatch and RewriteRule must
account for duplicates in regular expressions while other aspects of theaccount for duplicates in regular expressions while other aspects of the
servers processing will implicitly collapse them.servers processing will implicitly collapse them.

CVE-2016-4975CVE-2016-4975 Possible CRLF injection allowing HTTP response splitting attacks for sitesPossible CRLF injection allowing HTTP response splitting attacks for sites
which use mod_userdir. This issue was mitigated by changes made inwhich use mod_userdir. This issue was mitigated by changes made in
2.4.25 and 2.2.32 which prohibit CR or LF injection into the "Location" or2.4.25 and 2.2.32 which prohibit CR or LF injection into the "Location" or
other outbound header key or value. Fixed in Apache HTTP Server 2.4.25other outbound header key or value. Fixed in Apache HTTP Server 2.4.25
(Affected 2.4.1-2.4.23). Fixed in Apache HTTP Server 2.2.32 (Affected(Affected 2.4.1-2.4.23). Fixed in Apache HTTP Server 2.2.32 (Affected
2.2.0-2.2.31).2.2.0-2.2.31).

CVE-2018-1283CVE-2018-1283 In Apache httpd 2.4.0 to 2.4.29, when mod_session is configured toIn Apache httpd 2.4.0 to 2.4.29, when mod_session is configured to
forward its session data to CGI applications (SessionEnv on, not theforward its session data to CGI applications (SessionEnv on, not the
default), a remote user may influence their content by using a "Session"default), a remote user may influence their content by using a "Session"
header. This comes from the "HTTP_SESSION" variable name used byheader. This comes from the "HTTP_SESSION" variable name used by
mod_session to forward its data to CGIs, since the prefix "HTTP_" is alsomod_session to forward its data to CGIs, since the prefix "HTTP_" is also
used by the Apache HTTP Server to pass HTTP header fields, per CGIused by the Apache HTTP Server to pass HTTP header fields, per CGI
specifications.specifications.

CVE-2016-8740CVE-2016-8740 The mod_http2 module in the Apache HTTP Server 2.4.17 through 2.4.23,The mod_http2 module in the Apache HTTP Server 2.4.17 through 2.4.23,
when the Protocols configuration includes h2 or h2c, does not restrictwhen the Protocols configuration includes h2 or h2c, does not restrict
request-header length, which allows remote attackers to cause a denial ofrequest-header length, which allows remote attackers to cause a denial of
service (memory consumption) via crafted CONTINUATION frames in anservice (memory consumption) via crafted CONTINUATION frames in an
HTTP/2 request.HTTP/2 request.
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CVE-2016-8743CVE-2016-8743 Apache HTTP Server, in all releases prior to 2.2.32 and 2.4.25, was liberalApache HTTP Server, in all releases prior to 2.2.32 and 2.4.25, was liberal
in the whitespace accepted from requests and sent in response lines andin the whitespace accepted from requests and sent in response lines and
headers. Accepting these different behaviors represented a securityheaders. Accepting these different behaviors represented a security
concern when httpd participates in any chain of proxies or interacts withconcern when httpd participates in any chain of proxies or interacts with
back-end application servers, either through mod_proxy or usingback-end application servers, either through mod_proxy or using
conventional CGI mechanisms, and may result in request smuggling,conventional CGI mechanisms, and may result in request smuggling,
response splitting and cache pollution.response splitting and cache pollution.
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