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Apache httpd version: 2.4.10

jQuery Migrate
JQuery Mig HTTP/1.1 200 OK

phe PHP Date: Mon, 10 May 2021 13:26:39 GMT
Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1i PHP/5.6.3
X-Powered-By: PHP/5.6.3

A Vu I nel‘ablllties Set-Cookie: 3f2337ceb6adea346b9dchb87f94bb3c22=bibargbt7eqram3aovk805inm4;
path=/; HttpOnly
Note: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and Expires: Wed, 17 Aug 2005 00:00:00 GMT
version. Last-Modified: Mon, 10 May 2021 13:26:39 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-che
CVE-2016-3142  The phar_parse_zipfile function in zip.c in the PHAR extension in PHP ck=6

before 5.5.33 and 5.6.x before 5.6.19 allows remote attackers to obtain Pragma: no-cache

sensitive information from process memory or cause a denial of service Transfer-Encoding: chunked

(out-of-bounds read and application crash) by placing a PK\x05\x06 Content-Type: text/html; charset=utf-8

signature at an invalid location.

CVE-2018-10548 An issue was discovered in PHP before 5.6.36, 7.0.x before 7.0.30, 7.1.x 88 HTTP/1.1 200 OK
before 7.1.17, and 7.2.x before 7.2.5. ext/ldap/Idap.c allows remote LDAP tcp Connection: Keep-Alive
servers to cause a denial of service (NULL pointer dereference and http-simple-new  Content-Length: 2999
application crash) because of mishandling of the Idap_get_dn return Content-Type: text/html
value. - Date: Wed, 12 May 2021 10:20:01 GMT
Expires: 0

CVE-2016-3141 Use-after-free vulnerability in wddx.c in the WDDX extension in PHP
before 5.5.33 and 5.6.x before 5.6.19 allows remote attackers to cause a
denial of service (memory corruption and application crash) or possibly

have unspecified other impact by triggering a wddx_deserialize call on 2000 MikroTik bandwidth-test server

XML data containing a crafted var element.

ikZ?;e \x01\Xx00\x00\x00
CVE-2018-10545 An issue was discovered in PHP before 5.6.35, 7.0.x before 7.0.29, 7.1.x
before 7.1.16, and 7.2.x before 7.2.4. Dumpable FPM child processes
allow bypassing opcache access controls because fpm_unix.c makes a 8181
PR_SET_DUMPABLE prctl call, allowing one user (in a multiuser tep
environment) to obtain sensitive information from the process memory https-simple-
of a second user's PHP applications by running gcore on the PID of the new

PHP-FPM worker process.
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CVE-2018-10547

CVE-2018-10546

CVE-2017-9798

CVE-2016-2178

CVE-2016-2179

CVE-2015-0232

CVE-2015-3184

An issue was discovered in ext/phar/phar_object.c in PHP before 5.6.36,
7.0.x before 7.0.30, 7.1.x before 7.1.17, and 7.2.x before 7.2.5. There is
Reflected XSS on the PHAR 403 and 404 error pages via request data of a
request for a .phar file. NOTE: this vulnerability exists because of an
incomplete fix for CVE-2018-5712.

An issue was discovered in PHP before 5.6.36, 7.0.x before 7.0.30, 7.1.x

before 7.1.17, and 7.2.x before 7.2.5. An infinite loop exists in ext/iconv

/iconv.c because the iconv stream filter does not reject invalid multibyte
sequences.

Apache httpd allows remote attackers to read secret data from process
memory if the Limit directive can be set in a user's .htaccess file, or if
httpd.conf has certain misconfigurations, aka Optionsbleed. This affects
the Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27. The
attacker sends an unauthenticated OPTIONS HTTP request when
attempting to read secret data. This is a use-after-free issue and thus
secret data is not always sent, and the specific data depends on many
factors including configuration. Exploitation with .htaccess can be blocked
with a patch to the ap_limit_section function in server/core.c.

The dsa_sign_setup function in crypto/dsa/dsa_ossl.c in OpenSSL through
1.0.2h does not properly ensure the use of constant-time operations,
which makes it easier for local users to discover a DSA private key via a
timing side-channel attack.

The DTLS implementation in OpenSSL before 1.1.0 does not properly
restrict the lifetime of queue entries associated with unused out-of-order
messages, which allows remote attackers to cause a denial of service
(memory consumption) by maintaining many crafted DTLS sessions
simultaneously, related to d1_lib.c, statem_dtls.c, statem_lib.c, and
statem_srvr.c.

The exif_process_unicode function in ext/exif/exif.c in PHP before 5.4.37,
5.5.x before 5.5.21, and 5.6.x before 5.6.5 allows remote attackers to
execute arbitrary code or cause a denial of service (uninitialized pointer
free and application crash) via crafted EXIF data in a JPEG image.

mod_authz_svn in Apache Subversion 1.7.x before 1.7.21 and 1.8.x before
1.8.14, when using Apache httpd 2.4.x, does not properly restrict
anonymous access, which allows remote anonymous users to read
hidden files via the path name.

https://www.shodan.io/host/36.78.27.51

-~
Apache httpd version: 2.4.41

HTTP/1.1 200 OK

Date: Wed, 28 Apr 2021 05:38:09 GMT

Server: Apache/2.4.41 (Win64) OpenSSL/1.1.1c PHP/7.2.22
X-Powered-By: PHP/7.2.22

Set-Cookie: PHPSESSID=e8jaj40p48ega72mlrscecgrdv; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

2381

<!DOCTYPE html>
<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<!-- Tell the browser to be responsive to screen width -->

<meta name="viewport" content="width=device-width, initial-scale=
1">

<meta name="description" content="">

<meta name="author" content="">

<!-- Favicon icon -->

<link rel="icon" type="image/png" sizes="16x16" href="../../image
s/kars_favicon.ico">

<title>SISMADAK v5.0.3</title>

<!-- page css -->

<link href="./dist/css/pages/login-register-lock.css" rel="styles
heet">

<!-- Custom CSS -->

<link href="./dist/css/style.css" rel="stylesheet">

<!-- HTML5 Shim and Respond.js IE8 support of HTML5 elements and
media queries -->
<!-- WARNING: Respond.js doesn't work if you view the page via fi
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CVE-2018-10549

CVE-2017-3169

CVE-2016-2177

CVE-2016-4070

CVE-2016-4537

CVE-2016-6303

CVE-2016-6302

CVE-2016-6306

CVE-2016-6304

An issue was discovered in PHP before 5.6.36, 7.0.x before 7.0.30, 7.1.x
before 7.1.17, and 7.2.x before 7.2.5. exif_read_data in ext/exif/exif.c has
an out-of-bounds read for crafted JPEG data because exif_iif_add_value
mishandles the case of a MakerNote that lacks a final \0' character.

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_ss| may
dereference a NULL pointer when third-party modules call
ap_hook_process_connection() during an HTTP request to an HTTPS port.

OpenSSL through 1.0.2h incorrectly uses pointer arithmetic for heap-
buffer boundary checks, which might allow remote attackers to cause a
denial of service (integer overflow and application crash) or possibly have
unspecified other impact by leveraging unexpected malloc behavior,
related to s3_srvr.c, ssl_sess.c, and t1_lib.c.

** DISPUTED ** Integer overflow in the php_raw_url_encode function in
ext/standard/url.c in PHP before 5.5.34, 5.6.x before 5.6.20, and 7.x
before 7.0.5 allows remote attackers to cause a denial of service
(application crash) via a long string to the rawurlencode function. NOTE:
the vendor says "Not sure if this qualifies as security issue (probably
not)."

The bcpowmod function in ext/bcmath/bcmath.c in PHP before 5.5.35,
5.6.x before 5.6.21, and 7.x before 7.0.6 accepts a negative integer for the
scale argument, which allows remote attackers to cause a denial of
service or possibly have unspecified other impact via a crafted call.

Integer overflow in the MDC2_Update function in crypto/mdc2
/mdc2dgst.c in OpenSSL before 1.1.0 allows remote attackers to cause a
denial of service (out-of-bounds write and application crash) or possibly
have unspecified other impact via unknown vectors.

The tls_decrypt_ticket function in ssl/t1_lib.c in OpenSSL before 1.1.0 does
not consider the HMAC size during validation of the ticket length, which
allows remote attackers to cause a denial of service via a ticket that is too
short.

The certificate parser in OpenSSL before 1.0.1u and 1.0.2 before 1.0.2i
might allow remote attackers to cause a denial of service (out-of-bounds

read) via crafted certificate operations, related to s3_cInt.c and s3_srvr.c.

Multiple memory leaks in t1_lib.c in OpenSSL before 1.0.1u, 1.0.2 before

https://www.shodan.io/host/36.78.27.51

le:// -->

<!--[if 1t IE 9]>

<script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5
shiv.js"></script>

<script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/resp
ond.min.js"></script>
<![endif]-->
</head>

<body class="skin-default card-no-border" style="background-image:
url(./images/background/background.jpg); background-repeat: no-rep
eat; height: 100%; background-position: center;background-repeat:
no-repeat;background-size: cover;">

<l--

->
<!-- Preloader - style you can find in spinners.css -->
<l--
->
<br /><br />
<div class="preloader">
<div class="loader">
<div class="loader__figure'"></div>
<p class="loader__label">SISMADAK v5.0.3</p>
</div>
</div><br />
<l--
->
<!-- Main wrapper - style you can find in pages.scss -->
<l--
->

<section id="wrapper">
<div class="login-register">

<div class="login-box card">

<div class="card-body">
<form class="form-horizontal form-material" i

d="loginform" method="post">
<div class="form-group">
<div class="col-xs-12 text-center">

<div class="user-thumb text-cente
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CVE-2015-8994

CVE-2015-4021

CVE-2016-3171

CVE-2016-5773

CVE-2016-5772

1.0.2i, and 1.1.0 before 1.1.0a allow remote attackers to cause a denial of

service (memory consumption) via large OCSP Status Request extensions.

An issue was discovered in PHP 5.x and 7.x, when the configuration uses
apache2handler/mod_php or php-fpm with OpCache enabled. With 5.x
after 5.6.28 or 7.x after 7.0.13, the issue is resolved in a non-default
configuration with the opcache.validate_permission=1 setting. The
vulnerability details are as follows. In PHP SAPIs where PHP interpreters
share a common parent process, Zend OpCache creates a shared
memory object owned by the common parent during initialization. Child
PHP processes inherit the SHM descriptor, using it to cache and retrieve
compiled script bytecode ("opcode" in PHP jargon). Cache keys vary
depending on configuration, but filename is a central key component,
and compiled opcode can generally be run if a script's filename is known
or can be guessed. Many common shared-hosting configurations change
EUID in child processes to enforce privilege separation among hosted
users (for example using mod_ruid2 for the Apache HTTP Server, or php-
fpm user settings). In these scenarios, the default Zend OpCache
behavior defeats script file permissions by sharing a single SHM cache
among all child PHP processes. PHP scripts often contain sensitive
information: Think of CMS configurations where reading or running
another user's script usually means gaining privileges to the CMS
database.

The phar_parse_tarfile function in ext/phar/tar.c in PHP before 5.4.41,
5.5.x before 5.5.25, and 5.6.x before 5.6.9 does not verify that the first
character of a filename is different from the \0 character, which allows
remote attackers to cause a denial of service (integer underflow and
memory corruption) via a crafted entry in a tar archive.

Drupal 6.x before 6.38, when used with PHP before 5.4.45, 5.5.x before
5.5.29, or 5.6.x before 5.6.13, might allow remote attackers to execute
arbitrary code via vectors related to session data truncation.

php_zip.c in the zip extension in PHP before 5.5.37, 5.6.x before 5.6.23,
and 7.x before 7.0.8 improperly interacts with the unserialize
implementation and garbage collection, which allows remote attackers to
execute arbitrary code or cause a denial of service (use-after-free and
application crash) via crafted serialized data containing a ZipArchive
object.

Double free vulnerability in the php_wddx_process_data function in

https://www.shodan.io/host/36.78.27.51

r"> <img alt="thumbnail" class="img-circle" width="80" src="./
images/key.png">
<h3>SISMADAK v5.0.3</h3>
</div>
</div>
</div>
<div class="form-group ">
<div class="col-xs-12">
<input id="access_login" nam
e="access_login" class="form-control" type="text" required=""
placeholder="Username"> </div>
</div>
<div class="form-group">
<div class="col-xs-12">
<input id="access_password" na
me="access_password" class="form-control" type="password" requ
ired="" placeholder="Password"> </div>
</div>
<div class="form-group row">
<div class="col-md-12">
<div class="custom-control cus
tom-checkbox">

<a href="javascript:void
(0)" id="to-recover" class="text-dark pull-right"><i class="fa
fa-lock m-r-5"></i> Lupa Password</a>
</div>
</div>
</div>
<div class="form-group text-center">
<div class="col-xs-12 p-b-20">
<button class="btn btn-block b
tn-1g btn-info btn-rounded" type="submit">Log In</button>
</div>
</div>
<div id="results"></div>

</form>
<form class="form-horizontal" id="recoverf
method="post">

n

orm
<div class="form-group ">
<div class="col-xs-12">
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CVE-2016-5771

CVE-2016-5770

CVE-2015-8935

CVE-2018-20783

CVE-2015-3197

CVE-2015-4147

wddx.c in the WDDX extension in PHP before 5.5.37, 5.6.x before 5.6.23,
and 7.x before 7.0.8 allows remote attackers to cause a denial of service
(application crash) or possibly execute arbitrary code via crafted XML data
that is mishandled in a wddx_deserialize call.

spl_array.c in the SPL extension in PHP before 5.5.37 and 5.6.x before
5.6.23 improperly interacts with the unserialize implementation and
garbage collection, which allows remote attackers to execute arbitrary
code or cause a denial of service (use-after-free and application crash) via
crafted serialized data.

Integer overflow in the SplFileObject::fread function in spl_directory.cin
the SPL extension in PHP before 5.5.37 and 5.6.x before 5.6.23 allows
remote attackers to cause a denial of service or possibly have unspecified
other impact via a large integer argument, a related issue to
CVE-2016-5096.

The sapi_header_op function in main/SAPI.c in PHP before 5.4.38, 5.5.x
before 5.5.22, and 5.6.x before 5.6.6 supports deprecated line folding
without considering browser compatibility, which allows remote attackers
to conduct cross-site scripting (XSS) attacks against Internet Explorer by
leveraging (1) %0A%20 or (2) %0D%0A%20 mishandling in the header
function.

In PHP before 5.6.39, 7.x before 7.0.33, 7.1.x before 7.1.25, and 7.2.x
before 7.2.13, a buffer over-read in PHAR reading functions may allow an
attacker to read allocated or unallocated memory past the actual data
when trying to parse a .phar file. This is related to phar_parse_pharfile in
ext/phar/phar.c.

ssl/s2_srvr.cin OpenSSL 1.0.1 before 1.0.1r and 1.0.2 before 1.0.2f does
not prevent use of disabled ciphers, which makes it easier for man-in-the-
middle attackers to defeat cryptographic protection mechanisms by
performing computations on SSLv2 traffic, related to the
get_client_master_key and get_client_hello functions.

The SoapClient::__call method in ext/soap/soap.c in PHP before 5.4.39,
5.5.x before 5.5.23, and 5.6.x before 5.6.7 does not verify that
__default_headers is an array, which allows remote attackers to execute
arbitrary code by providing crafted serialized data with an unexpected
data type, related to a "type confusion" issue.

https://www.shodan.io/host/36.78.27.51

<h3>Reset Password</h3>

<p class="text-muted">Masuk
kan alamat email, dan instruksinya akan dikirim melalui ema
il tersebut! </p>
</div>
</div>
<div class="form-group ">
<div class="col-xs-12">
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CVE-2016-0703

CVE-2016-0702

CVE-2016-2181

CVE-2016-2180

CVE-2015-3196

CVE-2016-2182

CVE-2016-4073

The get_client_master_key function in s2_srvr.c in the SSLv2
implementation in OpenSSL before 0.9.8zf, 1.0.0 before 1.0.0r, 1.0.1
before 1.0.1m, and 1.0.2 before 1.0.2a accepts a nonzero CLIENT-
MASTER-KEY CLEAR-KEY-LENGTH value for an arbitrary cipher, which
allows man-in-the-middle attackers to determine the MASTER-KEY value
and decrypt TLS ciphertext data by leveraging a Bleichenbacher RSA
padding oracle, a related issue to CVE-2016-0800.

The MOD_EXP_CTIME_COPY_FROM_PREBUF function in crypto/bn
/bn_exp.cin OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g does not
properly consider cache-bank access times during modular
exponentiation, which makes it easier for local users to discover RSA keys
by running a crafted application on the same Intel Sandy Bridge CPU core
as a victim and leveraging cache-bank conflicts, aka a "CacheBleed"
attack.

The Anti-Replay feature in the DTLS implementation in OpenSSL before
1.1.0 mishandles early use of a new epoch number in conjunction with a
large sequence number, which allows remote attackers to cause a denial
of service (false-positive packet drops) via spoofed DTLS records, related
to rec_layer_d1.c and ssl3_record.c.

The TS_OBJ_print_bio function in crypto/ts/ts_lib.c in the X.509 Public Key
Infrastructure Time-Stamp Protocol (TSP) implementation in OpenSSL
through 1.0.2h allows remote attackers to cause a denial of service (out-
of-bounds read and application crash) via a crafted time-stamp file that is
mishandled by the "openssl ts" command.

ssl/s3_cInt.c in OpenSSL 1.0.0 before 1.0.0t, 1.0.1 before 1.0.1p, and 1.0.2
before 1.0.2d, when used for a multi-threaded client, writes the PSK
identity hint to an incorrect data structure, which allows remote servers
to cause a denial of service (race condition and double free) via a crafted
ServerKeyExchange message.

The BN_bn2dec function in crypto/bn/bn_print.c in OpenSSL before 1.1.0

does not properly validate division results, which allows remote attackers
to cause a denial of service (out-of-bounds write and application crash) or
possibly have unspecified other impact via unknown vectors.

Multiple integer overflows in the mbfl_strcut function in ext/mbstring
/libmbfl/mbfl/mbfilter.c in PHP before 5.5.34, 5.6.x before 5.6.20, and 7.x
before 7.0.5 allow remote attackers to cause a denial of service

https://www.shodan.io/host/36.78.27.51
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CVE-2016-4072

CVE-2016-4071

CVE-2015-8835

CVE-2015-0231

CVE-2016-2105

CVE-2016-2183

CVE-2018-19518

(application crash) or possibly execute arbitrary code via a crafted
mb_strcut call.

The Phar extension in PHP before 5.5.34, 5.6.x before 5.6.20, and 7.x
before 7.0.5 allows remote attackers to execute arbitrary code via a
crafted filename, as demonstrated by mishandling of \O characters by the
phar_analyze_path function in ext/phar/phar.c.

Format string vulnerability in the php_snmp_error function in ext/snmp
/snmp.c in PHP before 5.5.34, 5.6.x before 5.6.20, and 7.x before 7.0.5
allows remote attackers to execute arbitrary code via format string
specifiers in an SNMP::get call.

The make_http_soap_request function in ext/soap/php_http.c in PHP
before 5.4.44, 5.5.x before 5.5.28, and 5.6.x before 5.6.12 does not
properly retrieve keys, which allows remote attackers to cause a denial of
service (NULL pointer dereference, type confusion, and application crash)
or possibly execute arbitrary code via crafted serialized data representing
a numerically indexed _cookies array, related to the SoapClient::__call
method in ext/soap/soap.c.

Use-after-free vulnerability in the process_nested_data function in
ext/standard/var_unserializer.re in PHP before 5.4.37, 5.5.x before 5.5.21,
and 5.6.x before 5.6.5 allows remote attackers to execute arbitrary code
via a crafted unserialize call that leverages improper handling of duplicate
numerical keys within the serialized properties of an object. NOTE: this
vulnerability exists because of an incomplete fix for CVE-2014-8142.

Integer overflow in the EVP_EncodeUpdate function in crypto/evp
/encode.c in OpenSSL before 1.0.1t and 1.0.2 before 1.0.2h allows remote
attackers to cause a denial of service (heap memory corruption) via a
large amount of binary data.

The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec
protocols and other protocols and products, have a birthday bound of
approximately four billion blocks, which makes it easier for remote
attackers to obtain cleartext data via a birthday attack against a long-
duration encrypted session, as demonstrated by an HTTPS session using
Triple DES in CBC mode, aka a "Sweet32" attack.

University of Washington IMAP Toolkit 2007f on UNIX, as used in
imap_open() in PHP and other products, launches an rsh command (by

https://www.shodan.io/host/36.78.27.51
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CVE-2016-4975

CVE-2018-1312

CVE-2016-4473

CVE-2016-5766

CVE-2016-5767

CVE-2016-5768

means of the imap_rimap function in c-client/imap4r1.c and the
tcp_aopen function in osdep/unix/tcp_unix.c) without preventing
argument injection, which might allow remote attackers to execute
arbitrary OS commands if the IMAP server name is untrusted input (e.g.,
entered by a user of a web application) and if rsh has been replaced by a
program with different argument semantics. For example, if rsh is a link
to ssh (as seen on Debian and Ubuntu systems), then the attack can use
an IMAP server name containing a "-oProxyCommand" argument.

Possible CRLF injection allowing HTTP response splitting attacks for sites
which use mod_userdir. This issue was mitigated by changes made in
2.4.25 and 2.2.32 which prohibit CR or LF injection into the "Location" or
other outbound header key or value. Fixed in Apache HTTP Server 2.4.25
(Affected 2.4.1-2.4.23). Fixed in Apache HTTP Server 2.2.32 (Affected
2.2.0-2.2.31).

In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest
authentication challenge, the nonce sent to prevent reply attacks was not
correctly generated using a pseudo-random seed. In a cluster of servers
using a common Digest authentication configuration, HTTP requests
could be replayed across servers by an attacker without detection.

/ext/phar/phar_object.c in PHP 7.0.7 and 5.6.x allows remote attackers to
execute arbitrary code. NOTE: Introduced as part of an incomplete fix to
CVE-2015-6833.

Integer overflow in the _gd2GetHeader function in gd_gd2.c in the GD
Graphics Library (aka libgd) before 2.2.3, as used in PHP before 5.5.37,
5.6.x before 5.6.23, and 7.x before 7.0.8, allows remote attackers to cause
a denial of service (heap-based buffer overflow and application crash) or
possibly have unspecified other impact via crafted chunk dimensions in
an image.

Integer overflow in the gdimageCreate function in gd.c in the GD Graphics
Library (aka libgd) before 2.0.34RC1, as used in PHP before 5.5.37, 5.6.x
before 5.6.23, and 7.x before 7.0.8, allows remote attackers to cause a
denial of service (heap-based buffer overflow and application crash) or
possibly have unspecified other impact via a crafted image dimensions.

Double free vulnerability in the _php_mb_regex_ereg_replace_exec
function in php_mbregex.c in the mbstring extension in PHP before
5.5.37, 5.6.x before 5.6.23, and 7.x before 7.0.8 allows remote attackers to
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CVE-2015-2783

CVE-2015-2787

CVE-2015-6831

CVE-2015-6832

CVE-2015-6833

CVE-2015-6834

CVE-2015-6835

execute arbitrary code or cause a denial of service (application crash) by
leveraging a callback exception.

ext/phar/phar.c in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before
5.6.8 allows remote attackers to obtain sensitive information from
process memory or cause a denial of service (buffer over-read and
application crash) via a crafted length value in conjunction with crafted
serialized data in a phar archive, related to the phar_parse_metadata and
phar_parse_pharfile functions.

Use-after-free vulnerability in the process_nested_data function in
ext/standard/var_unserializer.re in PHP before 5.4.39, 5.5.x before 5.5.23,
and 5.6.x before 5.6.7 allows remote attackers to execute arbitrary code
via a crafted unserialize call that leverages use of the unset function
within an __wakeup function, a related issue to CVE-2015-0231.

Multiple use-after-free vulnerabilities in SPL in PHP before 5.4.44, 5.5.x
before 5.5.28, and 5.6.x before 5.6.12 allow remote attackers to execute
arbitrary code via vectors involving (1) ArrayObject, (2) SplObjectStorage,
and (3) SpIDoublyLinkedList, which are mishandled during unserialization.

Use-after-free vulnerability in the SPL unserialize implementation in
ext/spl/spl_array.c in PHP before 5.4.44, 5.5.x before 5.5.28, and 5.6.x
before 5.6.12 allows remote attackers to execute arbitrary code via
crafted serialized data that triggers misuse of an array field.

Directory traversal vulnerability in the PharData class in PHP before
5.4.44, 5.5.x before 5.5.28, and 5.6.x before 5.6.12 allows remote
attackers to write to arbitrary files via a .. (dot dot) in a ZIP archive entry
that is mishandled during an extractTo call.

Multiple use-after-free vulnerabilities in PHP before 5.4.45, 5.5.x before
5.5.29, and 5.6.x before 5.6.13 allow remote attackers to execute arbitrary
code via vectors related to (1) the Serializable interface, (2) the
SplObjectStorage class, and (3) the SpIDoublyLinkedList class, which are
mishandled during unserialization.

The session deserializer in PHP before 5.4.45, 5.5.x before 5.5.29, and
5.6.x before 5.6.13 mishandles multiple php_var_unserialize calls, which
allow remote attackers to execute arbitrary code or cause a denial of
service (use-after-free) via crafted session content.

https://www.shodan.io/host/36.78.27.51

5/13/21, 11:45 AM



36.78.27.51

11 of 31

CVE-2015-6836

CVE-2015-6837

CVE-2015-6838

CVE-2015-3411

CVE-2018-19396

CVE-2018-19395

The SoapClient __call method in ext/soap/soap.c in PHP before 5.4.45,
5.5.x before 5.5.29, and 5.6.x before 5.6.13 does not properly manage
headers, which allows remote attackers to execute arbitrary code via
crafted serialized data that triggers a "type confusion" in the
serialize_function_call function.

The xsl_ext_function_php function in ext/xsl/xsltprocessor.c in PHP before
5.4.45, 5.5.x before 5.5.29, and 5.6.x before 5.6.13, when libxml|2 before
2.9.2 is used, does not consider the possibility of a NULL valuePop return
value before proceeding with a free operation during initial error
checking, which allows remote attackers to cause a denial of service
(NULL pointer dereference and application crash) via a crafted XML
document, a different vulnerability than CVE-2015-6838.

The xsl_ext_function_php function in ext/xsl/xsltprocessor.c in PHP before
5.4.45, 5.5.x before 5.5.29, and 5.6.x before 5.6.13, when libxml2 before
2.9.2 is used, does not consider the possibility of a NULL valuePop return
value before proceeding with a free operation after the principal
argument loop, which allows remote attackers to cause a denial of service
(NULL pointer dereference and application crash) via a crafted XML
document, a different vulnerability than CVE-2015-6837.

PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 does not
ensure that pathnames lack %00 sequences, which might allow remote
attackers to read or write to arbitrary files via crafted input to an
application that calls (1) a DOMDocument load method, (2) the
xmlwriter_open_uri function, (3) the finfo_file function, or (4) the
hash_hmac_file function, as demonstrated by a filename\0.xml attack that
bypasses an intended configuration in which client users may read only
xml files.

ext/standard/var_unserializer.c in PHP 5.x through 7.1.24 allows attackers
to cause a denial of service (application crash) via an unserialize call for
the com, dotnet, or variant class.

ext/standard/var.c in PHP 5.x through 7.1.24 on Windows allows attackers
to cause a denial of service (NULL pointer dereference and application
crash) because com and com_safearray_proxy return NULL in
com_properties_get in ext/com_dotnet/com_handlers.c, as demonstrated
by a serialize call on COM("WScript.Shell").
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PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 does not
ensure that pathnames lack %00 sequences, which might allow remote
attackers to read arbitrary files via crafted input to an application that
calls the stream_resolve_include_path function in ext/standard
/streamsfuncs.c, as demonstrated by a filename\0.extension attack that
bypasses an intended configuration in which client users may read files
with only one specific extension.

The Apache2 component in PHP before 5.6.38, 7.0.x before 7.0.32, 7.1.x
before 7.1.22, and 7.2.x before 7.2.10 allows XSS via the body of a
"Transfer-Encoding: chunked" request, because the bucket brigade is
mishandled in the php_handler function in sapi/apache2handler
/sapi_apache2.c.

An issue was discovered in the EXIF component in PHP before 7.1.27,
7.2.x before 7.2.16, and 7.3.x before 7.3.3. There is an uninitialized read in
exif_process_IFD_in_MAKERNOTE because of mishandling the data_len
variable.

An issue was discovered in the EXIF component in PHP before 7.1.27,
7.2.x before 7.2.16, and 7.3.x before 7.3.3. There is an uninitialized read in
exif_process_IFD_in_MAKERNOTE because of mishandling the
maker_note->offset relationship to value_len.

The HTTP strict parsing changes added in Apache httpd 2.2.32 and 2.4.24
introduced a bug in token list parsing, which allows ap_find_token() to
search past the end of its input string. By maliciously crafting a sequence
of request headers, an attacker may be able to cause a segmentation
fault, or to force ap_find_token() to return an incorrect value.

The gdimageRotatelnterpolated function in ext/gd/libgd
/gd_interpolation.c in PHP before 5.5.31, 5.6.x before 5.6.17, and 7.x
before 7.0.2 allows remote attackers to obtain sensitive information or
cause a denial of service (out-of-bounds read and application crash) via a
large bgd_color argument to the imagerotate function.

gd_interpolation.c in the GD Graphics Library (aka libgd) before 2.1.1, as
used in PHP before 5.5.36, 5.6.x before 5.6.22, and 7.x before 7.0.7, allows
remote attackers to cause a denial of service (out-of-bounds read) or
possibly have unspecified other impact via a crafted image that is
mishandled by the imagescale function.
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An issue was discovered in PHP before 7.1.27, 7.2.x before 7.2.16, and
7.3.x before 7.3.3. Due to the way rename() across filesystems is
implemented, it is possible that file being renamed is briefly available
with wrong permissions while the rename is ongoing, thus enabling
unauthorized users to access the data.

The __PHP_Incomplete_Class function in ext/standard/incomplete_class.c
in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 allows
remote attackers to cause a denial of service (application crash) or
possibly execute arbitrary code via an unexpected data type, related to a
"type confusion" issue.

Apache HTTP Server, in all releases prior to 2.2.32 and 2.4.25, was liberal
in the whitespace accepted from requests and sent in response lines and
headers. Accepting these different behaviors represented a security
concern when httpd participates in any chain of proxies or interacts with
back-end application servers, either through mod_proxy or using
conventional CGl mechanisms, and may result in request smuggling,
response splitting and cache pollution.

The SoapClient implementation in PHP before 5.4.40, 5.5.x before 5.5.24,
and 5.6.x before 5.6.8 allows remote attackers to cause a denial of service
(application crash) or possibly execute arbitrary code via an unexpected
data type, related to "type confusion" issues in the (1)
SoapClient:;__getlLastRequest, (2) SoapClient::__getLastResponse, (3)
SoapClient:;__getLastRequestHeaders, (4)
SoapClient:;__getLastResponseHeaders, (5) SoapClient::__getCookies, and
(6) SoapClient::__setCookie methods.

The exception::getTraceAsString function in Zend/zend_exceptions.c in
PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 allows
remote attackers to execute arbitrary code via an unexpected data type,
related to a "type confusion" issue.

An issue was discovered in PHP before 5.6.37, 7.0.x before 7.0.31, 7.1.x
before 7.1.20, and 7.2.x before 7.2.8. An Integer Overflow leads to a heap-
based buffer over-read in exif_thumbnail_extract of exif.c.

The mcopy function in softmagic.c in file 5.x, as used in the Fileinfo
component in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before
5.6.8, does not properly restrict a certain offset value, which allows
remote attackers to cause a denial of service (application crash) or
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possibly execute arbitrary code via a crafted string that is mishandled by
a "Python script text executable" rule.

The mget function in softmagic.c in file 5.x, as used in the Fileinfo
component in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before
5.6.8, does not properly maintain a certain pointer relationship, which
allows remote attackers to cause a denial of service (application crash) or
possibly execute arbitrary code via a crafted string that is mishandled by
a "Python script text executable" rule.

The get_icu_value_internal function in ext/intl/locale/locale_methods.c in
PHP before 5.5.36, 5.6.x before 5.6.22, and 7.x before 7.0.7 does not
ensure the presence of a '\O' character, which allows remote attackers to
cause a denial of service (out-of-bounds read) or possibly have
unspecified other impact via a crafted locale_get_primary_language call.

Integer overflow in the fread function in ext/standard/file.c in PHP before
5.5.36 and 5.6.x before 5.6.22 allows remote attackers to cause a denial
of service or possibly have unspecified other impact via a large integer in
the second argument.

readelf.c in file before 5.22, as used in the Fileinfo component in PHP
before 5.4.37, 5.5.x before 5.5.21, and 5.6.x before 5.6.5, does not
consider that pread calls sometimes read only a subset of the available
data, which allows remote attackers to cause a denial of service
(uninitialized memory access) or possibly have unspecified other impact
via a crafted ELF file.

Integer overflow in the php_html_entities function in ext/standard/html.c
in PHP before 5.5.36 and 5.6.x before 5.6.22 allows remote attackers to
cause a denial of service or possibly have unspecified other impact by
triggering a large output string from the htmlspecialchars function.

Integer overflow in the php_escape_html_entities_ex function in
ext/standard/html.c in PHP before 5.5.36 and 5.6.x before 5.6.22 allows
remote attackers to cause a denial of service or possibly have unspecified
other impact by triggering a large output string from a
FILTER_SANITIZE_FULL_SPECIAL_CHARS filter_var call. NOTE: this
vulnerability exists because of an incomplete fix for CVE-2016-5094.

Memory leak in d1_srtp.c in the DTLS SRTP extension in OpenSSL 1.0.1
before 1.0.1j allows remote attackers to cause a denial of service
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(memory consumption) via a crafted handshake message.

The exif_process_IFD_TAG function in ext/exif/exif.c in PHP before 5.5.35,
5.6.x before 5.6.21, and 7.x before 7.0.6 does not properly construct
spprintf arguments, which allows remote attackers to cause a denial of
service (out-of-bounds read) or possibly have unspecified other impact
via crafted header data.

The grapheme_strpos function in ext/intl/grapheme/grapheme_string.c in
PHP before 5.5.35, 5.6.x before 5.6.21, and 7.x before 7.0.6 allows remote
attackers to cause a denial of service (out-of-bounds read) or possibly
have unspecified other impact via a negative offset.

The grapheme_stripos function in ext/intl/grapheme/grapheme_string.c
in PHP before 5.5.35, 5.6.x before 5.6.21, and 7.x before 7.0.6 allows
remote attackers to cause a denial of service (out-of-bounds read) or
possibly have unspecified other impact via a negative offset.

OpenSSL before 0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k does
not enforce certain constraints on certificate data, which allows remote
attackers to defeat a fingerprint-based certificate-blacklist protection
mechanism by including crafted data within a certificate's unsigned
portion, related to crypto/asni/a_verify.c, crypto/dsa/dsa_asn1.c,
crypto/ecdsa/ecs_vrf.c, and crypto/x509/x_all.c.

The exif_process_TIFF_in_JPEG function in ext/exif/exif.c in PHP before
5.5.35, 5.6.x before 5.6.21, and 7.x before 7.0.6 does not validate TIFF
start data, which allows remote attackers to cause a denial of service (out-
of-bounds read) or possibly have unspecified other impact via crafted
header data.

The bzread function in ext/bz2/bz2.c in PHP before 5.5.38, 5.6.x before
5.6.24, and 7.x before 7.0.9 allows remote attackers to cause a denial of
service (out-of-bounds write) or execute arbitrary code via a crafted bz2
archive.

An issue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x
before 7.2.14, and 7.3.x before 7.3.1. A number of heap-based buffer
over-read instances are present in mbstring regular expression functions
when supplied with invalid multibyte data. These occur in ext/mbstring
/oniguruma/regcomp.c, ext/mbstring/oniguruma/regexec.c, ext/mbstring
/oniguruma/regparse.c, ext/mbstring/oniguruma/enc/unicode.c, and
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ext/mbstring/oniguruma/src/utf32_be.c when a multibyte regular
expression pattern contains invalid multibyte sequences.

CVE-2019-9020  An issue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x
before 7.2.14, and 7.3.x before 7.3.1. Invalid input to the function
xmlrpc_decode() can lead to an invalid memory access (heap out of
bounds read or read after free). This is related to xml_elem_parse_buf in
ext/xmlrpc/libxmlrpc/xml_element.c.

CVE-2016-0799  The fmtstr function in crypto/bio/b_print.c in OpenSSL 1.0.1 before 1.0.1s
and 1.0.2 before 1.0.2g improperly calculates string lengths, which allows
remote attackers to cause a denial of service (overflow and out-of-bounds
read) or possibly have unspecified other impact via a long string, as
demonstrated by a large amount of ASN.1 data, a different vulnerability
than CVE-2016-2842.

CVE-2019-9024  Anissue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x
before 7.2.14, and 7.3.x before 7.3.1. xmlrpc_decode() can allow a hostile
XMLRPC server to cause PHP to read memory outside of allocated areas
in base64_decode_xmlrpc in ext/xmlrpc/libxmlirpc/base64.c.

CVE-2016-0797  Multiple integer overflows in OpenSSL 1.0.1 before 1.0.1s and 1.0.2
before 1.0.2g allow remote attackers to cause a denial of service (heap
memory corruption or NULL pointer dereference) or possibly have
unspecified other impact via a long digit string that is mishandled by the
(1) BN_dec2bn or (2) BN_hex2bn function, related to crypto/bn/bn.h and
crypto/bn/bn_print.c.

CVE-2016-6291 The exif_process_IFD_in_MAKERNOTE function in ext/exif/exif.c in PHP
before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 allows remote
attackers to cause a denial of service (out-of-bounds array access and
memory corruption), obtain sensitive information from process memory,
or possibly have unspecified other impact via a crafted JPEG image.

CVE-2016-6290 ext/session/session.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x
before 7.0.9 does not properly maintain a certain hash data structure,
which allows remote attackers to cause a denial of service (use-after-free)
or possibly have unspecified other impact via vectors related to session
deserialization.

CVE-2016-6292  The exif_process_user_comment function in ext/exif/exif.c in PHP before
5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 allows remote attackers to
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cause a denial of service (NULL pointer dereference and application
crash) via a crafted JPEG image.

ext/snmp/snmp.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before
7.0.9 improperly interacts with the unserialize implementation and
garbage collection, which allows remote attackers to cause a denial of
service (use-after-free and application crash) or possibly have unspecified
other impact via crafted serialized data, a related issue to CVE-2016-5773.

The locale_accept_from_http function in ext/intl/locale/locale_methods.c
in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 does not
properly restrict calls to the ICU uloc_acceptLanguageFromHTTP function,
which allows remote attackers to cause a denial of service (out-of-bounds
read) or possibly have unspecified other impact via a call with a long
argument.

Integer overflow in the php_stream_zip_opener function in ext/zip
/zip_stream.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before
7.0.9 allows remote attackers to cause a denial of service (stack-based
buffer overflow) or possibly have unspecified other impact via a crafted
zip:// URL.

Integer signedness error in the simplestring_addn function in
simplestring.c in xmlrpc-epi through 0.54.2, as used in PHP before 5.5.38,
5.6.x before 5.6.24, and 7.x before 7.0.9, allows remote attackers to cause
a denial of service (heap-based buffer overflow) or possibly have
unspecified other impact via a long first argument to the PHP
xmlrpc_encode_request function.

ext/phar/phar_object.c in PHP before 5.5.32, 5.6.x before 5.6.18, and 7.x
before 7.0.3 mishandles zero-length uncompressed data, which allows
remote attackers to cause a denial of service (heap memory corruption)
or possibly have unspecified other impact via a crafted (1) TAR, (2) ZIP, or
(3) PHAR archive.

In Apache HTTP Server versions 2.4.0 to 2.4.23, mod_session_crypto was
encrypting its data/cookie using the configured ciphers with possibly
either CBC or ECB modes of operation (AES256-CBC by default), hence no
selectable or builtin authenticated encryption. This made it vulnerable to
padding oracle attacks, particularly with CBC.

The handle_headers function in mod_proxy_fcgi.c in the mod_proxy_fcgi
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module in the Apache HTTP Server 2.4.10 allows remote FastCGl servers
to cause a denial of service (buffer over-read and daemon crash) via long
response headers.

crypto/rsa/rsa_ameth.c in OpenSSL 1.0.1 before 1.0.1q and 1.0.2 before
1.0.2e allows remote attackers to cause a denial of service (NULL pointer
dereference and application crash) via an RSA PSS ASN.1 signature that
lacks a mask generation function parameter.

Use-after-free vulnerability in the spl_ptr_heap_insert function in ext/spl
/spl_heap.cin PHP before 5.5.27 and 5.6.x before 5.6.11 allows remote
attackers to execute arbitrary code by triggering a failed
SpIMinHeap::compare operation.

The file_check_mem function in funcs.c in file before 5.23, as used in the
Fileinfo component in PHP before 5.5.34, 5.6.x before 5.6.20, and 7.x
before 7.0.5, mishandles continuation-level jumps, which allows context-
dependent attackers to cause a denial of service (buffer overflow and
application crash) or possibly execute arbitrary code via a crafted magic
file.

Heap-based buffer overflow in the enchant_broker_request_dict function
in ext/enchant/enchant.c in PHP before 5.4.38, 5.5.x before 5.5.22, and
5.6.x before 5.6.6 allows remote attackers to execute arbitrary code via
vectors that trigger creation of multiple dictionaries.

The make_http_soap_request function in ext/soap/php_http.c in PHP
before 5.4.44, 5.5.x before 5.5.28, 5.6.x before 5.6.12, and 7.x before 7.0.4
allows remote attackers to obtain sensitive information from process
memory or cause a denial of service (type confusion and application
crash) via crafted serialized _cookies data, related to the SoapClient::__call
method in ext/soap/soap.c.

In PHP before 5.5.32, 5.6.x before 5.6.18, and 7.x before 7.0.3, all of the
return values of stream_get_meta_data can be controlled if the input can
be controlled (e.g., during file uploads). For example, a "$uri =
stream_get_meta_data(fopen($file, "r"))['uri'l" call mishandles the case
where $file is data:text/plain;uri=eviluri, -- in other words, metadata can
be set by an attacker.

Memory leak in the SRP_VBASE_get_by_user implementation in OpenSSL
1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allows remote attackers to
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cause a denial of service (memory consumption) by providing an invalid
username in a connection attempt, related to apps/s_server.c and

crypto/srp/srp_vfy.c.

The phar_convert_to_other function in ext/phar/phar_object.c in PHP
before 5.4.43, 5.5.x before 5.5.27, and 5.6.x before 5.6.11 does not
validate a file pointer before a close operation, which allows remote
attackers to cause a denial of service (segmentation fault) or possibly
have unspecified other impact via a crafted TAR archive that is
mishandled in a Phar::convertToData call.

Multiple use-after-free vulnerabilities in ext/date/php_date.c in PHP
before 5.4.38, 5.5.x before 5.5.22, and 5.6.x before 5.6.6 allow remote
attackers to execute arbitrary code via crafted serialized input containing
a (1) Ror (2) r type specifier in (a) DateTimeZone data handled by the
php_date_timezone_initialize_from_hash function or (b) DateTime data
handled by the php_date_initialize_from_hash function.

In Apache httpd 2.0.23 t0 2.0.65, 2.2.0 to0 2.2.34, and 2.4.0 to 2.4.29,
mod_authnz_ldap, if configured with AuthLDAPCharsetConfig, uses the
Accept-Language header value to lookup the right charset encoding when
verifying the user's credentials. If the header value is not present in the
charset conversion table, a fallback mechanism is used to truncate it to a
two characters value to allow a quick retry (for example, 'en-US' is
truncated to 'en’). A header value of less than two characters forces an
out of bound write of one NUL byte to a memory location that is not part
of the string. In the worst case, quite unlikely, the process would crash
which could be used as a Denial of Service attack. In the more likely case,
this memory is already reserved for future use and the issue has no effect
atall.

ext/imap/php_imap.c in PHP 5.x and 7.x before 7.3.0 allows remote
attackers to cause a denial of service (NULL pointer dereference and
application crash) via an empty string in the message argument to the
imap_mail function.

The ASN1_TFLG_COMBINE implementation in crypto/asni/tasn_dec.c in
OpenSSL before 0.9.8zh, 1.0.0 before 1.0.0t, 1.0.1 before 1.0.1qg, and 1.0.2
before 1.0.2e mishandles errors caused by malformed X509_ATTRIBUTE
data, which allows remote attackers to obtain sensitive information from
process memory by triggering a decoding failure in a PKCS#7 or CMS
application.
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The SoapFault::__toString method in ext/soap/soap.c in PHP before
5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 allows remote attackers
to obtain sensitive information, cause a denial of service (application
crash), or possibly execute arbitrary code via an unexpected data type,
related to a "type confusion" issue.

PHP before 5.4.42, 5.5.x before 5.5.26, and 5.6.x before 5.6.10 does not
ensure that pathnames lack %00 sequences, which might allow remote
attackers to read or write to arbitrary files via crafted input to an
application that calls (1) a DOMDocument save method or (2) the GD
imagepsloadfont function, as demonstrated by a filename\0.html attack
that bypasses an intended configuration in which client users may write
to only .html files.

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mime
can read one byte past the end of a buffer when sending a malicious
Content-Type response header.

In Apache httpd 2.4.0 to 2.4.29, the expression specified in <FilesMatch>
could match '$' to a newline character in a malicious filename, rather than
matching only the end of the filename. This could be exploited in
environments where uploads of some files are are externally blocked, but
only by matching the trailing portion of the filename.

Multiple integer overflows in mcrypt.c in the mcrypt extension in PHP
before 5.5.37, 5.6.x before 5.6.23, and 7.x before 7.0.8 allow remote
attackers to cause a denial of service (heap-based buffer overflow and
application crash) or possibly have unspecified other impact via a crafted
length value, related to the (1) mcrypt_generic and (2) mdecrypt_generic
functions.

The phar_parse_metadata function in ext/phar/phar.c in PHP before
5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 allows remote attackers
to cause a denial of service (heap metadata corruption) or possibly have
unspecified other impact via a crafted tar archive.

The ap_some_auth_required function in server/request.c in the Apache
HTTP Server 2.4.x before 2.4.14 does not consider that a Require directive
may be associated with an authorization setting rather than an
authentication setting, which allows remote attackers to bypass intended
access restrictions in opportunistic circumstances by leveraging the
presence of a module that relies on the 2.2 API behavior.
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Off-by-one error in the phar_parse_zipfile function in ext/phar/zip.c in
PHP before 5.5.30 and 5.6.x before 5.6.14 allows remote attackers to
cause a denial of service (uninitialized pointer dereference and
application crash) by including the / filename in a .zip PHAR archive.

In Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checks
the session expiry time before decoding the session. This causes session
expiry time to be ignored for mod_session_cookie sessions since the
expiry time is loaded when the session is decoded.

Integer overflow in the virtual_file_ex function in TSRM/tsrm_virtual_cwd.c
in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 allows
remote attackers to cause a denial of service (stack-based buffer
overflow) or possibly have unspecified other impact via a crafted extract
operation on a ZIP archive.

gdlmageColorMatch in gd_color_match.c in the GD Graphics Library (aka
LibGD) 2.2.5, as used in the imagecolormatch function in PHP before
5.6.40, 7.x before 7.1.26, 7.2.x before 7.2.14, and 7.3.x before 7.3.1, has a
heap-based buffer overflow. This can be exploited by an attacker who is
able to trigger imagecolormatch calls with crafted image data.

Use-after-free vulnerability in the d2i_ECPrivateKey function in crypto/ec
/ec_asn1.cin OpenSSL before 0.9.8zf, 1.0.0 before 1.0.0r, 1.0.1 before
1.0.7m, and 1.0.2 before 1.0.2a might allow remote attackers to cause a
denial of service (memory corruption and application crash) or possibly
have unspecified other impact via a malformed Elliptic Curve (EC) private-
key file that is improperly handled during import.

Stack consumption vulnerability in Zend/zend_exceptions.c in PHP before
5.4.44,5.5.x before 5.5.28, and 5.6.x before 5.6.12 allows remote
attackers to cause a denial of service (segmentation fault) via recursive
method calls.

Stack-based buffer overflow in the phar_fix_filepath function in ext/phar
/phar.c in PHP before 5.4.43, 5.5.x before 5.5.27, and 5.6.x before 5.6.11
allows remote attackers to cause a denial of service or possibly have
unspecified other impact via a large length value, as demonstrated by
mishandling of an e-mail attachment by the imap PHP extension.

The mconvert function in softmagic.c in file before 5.21, as used in the
Fileinfo component in PHP before 5.4.37, 5.5.x before 5.5.21, and 5.6.x
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before 5.6.5, does not properly handle a certain string-length field during
a copy of a truncated version of a Pascal string, which might allow remote
attackers to cause a denial of service (out-of-bounds memory access and
application crash) via a crafted file.

The ssI3_get_cert_verify function in s3_srvr.c in OpenSSL 1.0.0 before
1.0.0p and 1.0.1 before 1.0.1k accepts client authentication with a Diffie-
Hellman (DH) certificate without requiring a CertificateVerify message,
which allows remote attackers to obtain access without knowledge of a
private key via crafted TLS Handshake Protocol traffic to a server that
recognizes a Certification Authority with DH support.

The ssI3_get_key_exchange function in s3_cInt.c in OpenSSL before
0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k allows remote SSL
servers to conduct RSA-to-EXPORT_RSA downgrade attacks and facilitate
brute-force decryption by offering a weak ephemeral RSA key in a
noncompliant role, related to the "FREAK" issue. NOTE: the scope of this
CVE is only client code based on OpenSSL, not EXPORT_RSA issues
associated with servers or other TLS implementations.

Memory leak in the dtls1_buffer_record function in d1_pkt.c in OpenSSL
1.0.0 before 1.0.0p and 1.0.1 before 1.0.1k allows remote attackers to
cause a denial of service (memory consumption) by sending many
duplicate records for the next epoch, leading to failure of replay
detection.

OpenSSL before 0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k
allows remote attackers to cause a denial of service (NULL pointer
dereference and application crash) via a crafted DTLS message that is
processed with a different read operation for the handshake header than
for the handshake body, related to the dtls1_get_record function in
d1_pkt.c and the ssI3_read_n function in s3_pkt.c.

The BN_sqr implementation in OpenSSL before 0.9.8zd, 1.0.0 before
1.0.0p, and 1.0.1 before 1.0.1k does not properly calculate the square of a
BIGNUM value, which might make it easier for remote attackers to defeat
cryptographic protection mechanisms via unspecified vectors, related to
crypto/bn/asm/mips.pl, crypto/bn/asm/x86_64-gcc.c, and crypto/bn
/bn_asm.c.

ext/mysqglnd/mysqlind.c in PHP before 5.4.43, 5.5.x before 5.5.27, and
5.6.x before 5.6.11 uses a client SSL option to mean that SSL is optional,
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which allows man-in-the-middle attackers to spoof servers via a cleartext-
downgrade attack, a related issue to CVE-2015-3152.

Integer overflow in the ftp_genlist function in ext/ftp/ftp.c in PHP before
5.4.41, 5.5.x before 5.5.25, and 5.6.x before 5.6.9 allows remote FTP
servers to execute arbitrary code via a long reply to a LIST command,
leading to a heap-based buffer overflow.

PHP before 5.4.41, 5.5.x before 5.5.25, and 5.6.x before 5.6.9 truncates a
pathname upon encountering a \x00 character in certain situations,
which allows remote attackers to bypass intended extension restrictions
and access files or directories with unexpected names via a crafted
argument to (1) set_include_path, (2) tempnam, (3) rmdir, or (4) readlink.
NOTE: this vulnerability exists because of an incomplete fix for
CVE-2006-7243.

Algorithmic complexity vulnerability in the multipart_buffer_headers
function in main/rfc1867.c in PHP before 5.4.41, 5.5.x before 5.5.25, and
5.6.x before 5.6.9 allows remote attackers to cause a denial of service
(CPU consumption) via crafted form data that triggers an improper order-
of-growth outcome.

The pcntl_exec implementation in PHP before 5.4.41, 5.5.x before 5.5.25,
and 5.6.x before 5.6.9 truncates a pathname upon encountering a \x00
character, which might allow remote attackers to bypass intended
extension restrictions and execute files with unexpected names via a
crafted first argument. NOTE: this vulnerability exists because of an
incomplete fix for CVE-2006-7243.

Double free vulnerability in the zend_ts_hash_graceful_destroy function in
zend_ts_hash.c in the Zend Engine in PHP through 5.5.20 and 5.6.x
through 5.6.4 allows remote attackers to cause a denial of service or
possibly have unspecified other impact via unknown vectors.

sapi/cgi/cgi_main.c in the CGI component in PHP through 5.4.36, 5.5.x
through 5.5.20, and 5.6.x through 5.6.4, when mmap is used to read a
.php file, does not properly consider the mapping's length during
processing of an invalid file that begins with a # character and lacks a
newline character, which causes an out-of-bounds read and might (1)
allow remote attackers to obtain sensitive information from php-cgi
process memory by leveraging the ability to upload a .php file or (2)
trigger unexpected code execution if a valid PHP script is present in
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memory locations adjacent to the mapping.

The ssI3_get_key_exchange function in s3_cInt.c in OpenSSL before
0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k allows remote SSL
servers to conduct ECDHE-to-ECDH downgrade attacks and trigger a loss
of forward secrecy by omitting the ServerKeyExchange message.

Stack-based buffer overflow in ext/phar/tar.c in PHP before 5.5.32, 5.6.x
before 5.6.18, and 7.x before 7.0.3 allows remote attackers to cause a
denial of service (application crash) or possibly have unspecified other
impact via a crafted TAR archive.

The exif_process_IFD_in_JPEG function in ext/exif/exif.c in PHP before
5.5.35, 5.6.x before 5.6.21, and 7.x before 7.0.6 does not validate IFD
sizes, which allows remote attackers to cause a denial of service (out-of-
bounds read) or possibly have unspecified other impact via crafted
header data.

An issue was discovered in the EXIF component in PHP before 7.1.27,
7.2.x before 7.2.16, and 7.3.x before 7.3.3. There is an uninitialized read in
exif_process_IFD_in_TIFF.

The ASN1_item_ex_d2i function in crypto/asn1/tasn_dec.c in OpenSSL
before 0.9.8zf, 1.0.0 before 1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before
1.0.2a does not reinitialize CHOICE and ADB data structures, which might
allow attackers to cause a denial of service (invalid write operation and
memory corruption) by leveraging an application that relies on ASN.1
structure reuse.

The ASN1_TYPE_cmp function in crypto/asni/a_type.c in OpenSSL before
0.9.8zf, 1.0.0 before 1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before 1.0.2a
does not properly perform boolean-type comparisons, which allows
remote attackers to cause a denial of service (invalid read operation and
application crash) via a crafted X.509 certificate to an endpoint that uses
the certificate-verification feature.

The PKCS#7 implementation in OpenSSL before 0.9.8zf, 1.0.0 before
1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before 1.0.2a does not properly
handle a lack of outer Contentinfo, which allows attackers to cause a
denial of service (NULL pointer dereference and application crash) by
leveraging an application that processes arbitrary PKCS#7 data and
providing malformed data with ASN.1 encoding, related to crypto/pkcs7
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/pk7_doit.c and crypto/pkcs7/pk7_lib.c.

CVE-2015-0288  The X509_to_X509_REQ function in crypto/x509/x509_reg.c in OpenSSL
before 0.9.8zf, 1.0.0 before 1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before
1.0.2a might allow attackers to cause a denial of service (NULL pointer
dereference and application crash) via an invalid certificate key.

CVE-2018-15132 Anissue was discovered in ext/standard/link_win32.c in PHP before
5.6.37, 7.0.x before 7.0.31, 7.1.x before 7.1.20, and 7.2.x before 7.2.8. The
linkinfo function on Windows doesn't implement the open_basedir check.
This could be abused to find files on paths outside of the allowed
directories.

CVE-2019-0220 A vulnerability was found in Apache HTTP Server 2.4.0 to 2.4.38. When
the path component of a request URL contains multiple consecutive
slashes ('/'), directives such as LocationMatch and RewriteRule must
account for duplicates in regular expressions while other aspects of the
servers processing will implicitly collapse them.

CVE-2015-4148  The do_soap_call function in ext/soap/soap.c in PHP before 5.4.39, 5.5.x
before 5.5.23, and 5.6.x before 5.6.7 does not verify that the uri property
is a string, which allows remote attackers to obtain sensitive information
by providing crafted serialized data with an int data type, related to a
"type confusion" issue.

CVE-2015-1789  The X509_cmp_time function in crypto/x509/x509_vfy.c in OpenSSL
before 0.9.8zg, 1.0.0 before 1.0.0s, 1.0.1 before 1.0.1n, and 1.0.2 before
1.0.2b allows remote attackers to cause a denial of service (out-of-bounds
read and application crash) via a crafted length field in ASN1_TIME data,
as demonstrated by an attack against a server that supports client
authentication with a custom verification callback.

CVE-2015-1788 The BN_GF2m_mod_inv function in crypto/bn/bn_gf2m.c in OpenSSL
before 0.9.8s, 1.0.0 before 1.0.0e, 1.0.1 before 1.0.1n, and 1.0.2 before
1.0.2b does not properly handle ECParameters structures in which the
curve is over a malformed binary polynomial field, which allows remote
attackers to cause a denial of service (infinite loop) via a session that uses
an Elliptic Curve algorithm, as demonstrated by an attack against a server
that supports client authentication.

CVE-2014-9767 Directory traversal vulnerability in the ZipArchive::extractTo function in
ext/zip/php_zip.c in PHP before 5.4.45, 5.5.x before 5.5.29, and 5.6.x
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before 5.6.13 and ext/zip/ext_zip.cpp in HHVM before 3.12.1 allows
remote attackers to create arbitrary empty directories via a crafted ZIP
archive.

Integer overflow in the _zip_cdir_new function in zip_dirent.c in libzip
0.11.2 and earlier, as used in the ZIP extension in PHP before 5.4.39, 5.5.x
before 5.5.23, and 5.6.x before 5.6.7 and other products, allows remote
attackers to cause a denial of service (application crash) or possibly
execute arbitrary code via a ZIP archive that contains many entries,
leading to a heap-based buffer overflow.

The SSL protocol 3.0, as used in OpenSSL through 1.0.1i and other
products, uses nondeterministic CBC padding, which makes it easier for
man-in-the-middle attackers to obtain cleartext data via a padding-oracle
attack, aka the "POODLE" issue.

Apache HTTP Server mod_cluster before version httpd 2.4.23 is
vulnerable to an Improper Input Validation in the protocol parsing logic in
the load balancer resulting in a Segmentation Fault in the serving httpd
process.

While parsing an IPAddressFamily extension in an X.509 certificate, it is
possible to do a one-byte overread. This would result in an incorrect text
display of the certificate. This bug has been present since 2006 and is
present in all versions of OpenSSL before 1.0.2m and 1.1.0g.

Integer overflow in the gdlmageWebpCtx function in gd_webp.c in the GD
Graphics Library (aka libgd) through 2.2.3, as used in PHP through 7.0.11,
allows remote attackers to cause a denial of service (heap-based buffer
overflow) or possibly have unspecified other impact via crafted
imagewebp and imagedestroy calls.

OpenSSL before 0.9.8zc, 1.0.0 before 1.0.00, and 1.0.1 before 1.0.1j does
not properly enforce the no-ssI3 build option, which allows remote
attackers to bypass intended access restrictions via an SSL 3.0 handshake,
related to s23_cInt.c and s23_srvr.c.

The xml_parse_into_struct function in ext/xml/xml.c in PHP before 5.5.35,
5.6.x before 5.6.21, and 7.x before 7.0.6 allows remote attackers to cause
a denial of service (buffer under-read and segmentation fault) or possibly
have unspecified other impact via crafted XML data in the second
argument, leading to a parser level of zero.
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The doapr_outch function in crypto/bio/b_print.c in OpenSSL 1.0.1 before
1.0.1s and 1.0.2 before 1.0.2g does not verify that a certain memory
allocation succeeds, which allows remote attackers to cause a denial of
service (out-of-bounds write or memory consumption) or possibly have
unspecified other impact via a long string, as demonstrated by a large
amount of ASN.1 data, a different vulnerability than CVE-2016-0799.

The SSLv2 implementation in OpenSSL before 0.9.8zf, 1.0.0 before 1.0.0r,
1.0.1 before 1.0.1m, and 1.0.2 before 1.0.2a allows remote attackers to
cause a denial of service (s2_lib.c assertion failure and daemon exit) via a
crafted CLIENT-MASTER-KEY message.

Multiple stack-based buffer overflows in the phar_set_inode function in
phar_internal.h in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before
5.6.8 allow remote attackers to execute arbitrary code via a crafted length
value in a (1) tar, (2) phar, or (3) ZIP archive.

An issue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x
before 7.2.14, and 7.3.x before 7.3.1. A heap-based buffer over-read in
PHAR reading functions in the PHAR extension may allow an attacker to
read allocated or unallocated memory past the actual data when trying to
parse the file name, a different vulnerability than CVE-2018-20783. This is
related to phar_detect_phar_fname_ext in ext/phar/phar.c.

An issue was discovered in SDCMS 1.6 with PHP 5.x. app/admin/controller
/themecontroller.php uses a check_bad function in an attempt to block
certain PHP functions such as eval, but does not prevent use of
preg_replace 'e' calls, allowing users to execute arbitrary code by
leveraging access to admin template management.

sapi/fpm/fpm/fpm_log.c in PHP before 5.5.31, 5.6.x before 5.6.17, and 7.x
before 7.0.2 misinterprets the semantics of the snprintf return value,
which allows attackers to obtain sensitive information from process
memory or cause a denial of service (out-of-bounds read and buffer
overflow) via a long string, as demonstrated by a long URI in a
configuration with custom REQUEST_URI logging.

In Apache httpd before 2.2.34 and 2.4.x before 2.4.27, the value
placeholder in [Proxy-JAuthorization headers of type 'Digest' was not
initialized or reset before or between successive key=value assignments
by mod_auth_digest. Providing an initial key with no '=' assignment could
reflect the stale value of uninitialized pool memory used by the prior
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request, leading to leakage of potentially confidential information, and a
segfault in other cases resulting in denial of service.

mod_lua.c in the mod_lua module in the Apache HTTP Server 2.3.x and
2.4.x through 2.4.10 does not support an httpd configuration in which the
same Lua authorization provider is used with different arguments within
different contexts, which allows remote attackers to bypass intended
access restrictions in opportunistic circumstances by leveraging multiple
Require directives, as demonstrated by a configuration that specifies
authorization for one group to access a certain directory, and
authorization for a second group to access a second directory.

The php_pgsqgl_meta_data function in pgsql.c in the PostgreSQL (aka
pgsql) extension in PHP before 5.4.42, 5.5.x before 5.5.26, and 5.6.x
before 5.6.10 does not validate token extraction for table names, which
might allow remote attackers to cause a denial of service (NULL pointer
dereference and application crash) via a crafted name. NOTE: this
vulnerability exists because of an incomplete fix for CVE-2015-1352.

The PKCS7_dataDecodefunction in crypto/pkcs7/pk7_doit.c in OpenSSL
before 0.9.8zg, 1.0.0 before 1.0.0s, 1.0.1 before 1.0.1n, and 1.0.2 before
1.0.2b allows remote attackers to cause a denial of service (NULL pointer
dereference and application crash) via a PKCS#7 blob that uses ASN.1
encoding and lacks inner EncryptedContent data.

Race condition in the ssI3_get_new_session_ticket function in ssl/s3_cInt.c
in OpenSSL before 0.9.8zg, 1.0.0 before 1.0.0s, 1.0.1 before 1.0.1n, and
1.0.2 before 1.0.2b, when used for a multi-threaded client, allows remote
attackers to cause a denial of service (double free and application crash)
or possibly have unspecified other impact by providing a
NewsSessionTicket during an attempt to reuse a ticket that had been
obtained earlier.

The do_free_upto function in crypto/cms/cms_smime.c in OpenSSL
before 0.9.8zg, 1.0.0 before 1.0.0s, 1.0.1 before 1.0.1n, and 1.0.2 before
1.0.2b allows remote attackers to cause a denial of service (infinite loop)
via vectors that trigger a NULL value of a BIO data structure, as
demonstrated by an unrecognized X.660 OID for a hash function.

The escapeshellarg function in ext/standard/exec.c in PHP before 5.4.42,
5.5.x before 5.5.26, and 5.6.x before 5.6.10 on Windows allows remote
attackers to execute arbitrary OS commands via a crafted string to an
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application that accepts command-line arguments for a call to the PHP
system function.

In Apache HTTP Server versions 2.4.0 to 2.4.23, malicious input to
mod_auth_digest can cause the server to crash, and each instance
continues to crash even for subsequently valid requests.

Memory leak in the tls_decrypt_ticket function in t1_lib.c in OpenSSL
before 0.9.8zc, 1.0.0 before 1.0.00, and 1.0.1 before 1.0.1j allows remote
attackers to cause a denial of service (memory consumption) via a crafted
session ticket that triggers an integrity-check failure.

The phar_get_entry_data function in ext/phar/util.c in PHP before 5.5.30
and 5.6.x before 5.6.14 allows remote attackers to cause a denial of
service (NULL pointer dereference and application crash) via a .phar file
with a crafted TAR archive entry in which the Link indicator references a
file that does not exist.

The SSLv2 protocol, as used in OpenSSL before 1.0.1s and 1.0.2 before
1.0.2g and other products, requires a server to send a Server\Verify
message before establishing that a client possesses certain plaintext RSA
data, which makes it easier for remote attackers to decrypt TLS ciphertext
data by leveraging a Bleichenbacher RSA padding oracle, aka a "DROWN"
attack.

Use-after-free vulnerability in the process_nested_data function in
ext/standard/var_unserializer.re in PHP before 5.4.36, 5.5.x before 5.5.20,
and 5.6.x before 5.6.4 allows remote attackers to execute arbitrary code
via a crafted unserialize call that leverages improper handling of duplicate
keys within the serialized properties of an object, a different vulnerability
than CVE-2004-1019.

The move_uploaded_file implementation in ext/standard
/basic_functions.c in PHP before 5.4.39, 5.5.x before 5.5.23, and 5.6.x
before 5.6.7 truncates a pathname upon encountering a \x00 character,
which allows remote attackers to bypass intended extension restrictions
and create files with unexpected names via a crafted second argument.
NOTE: this vulnerability exists because of an incomplete fix for
CVE-2006-7243.

In Apache httpd 2.4.0 to 2.4.29, when mod_session is configured to
forward its session data to CGl applications (SessionEnv on, not the
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default), a remote user may influence their content by using a "Session"
header. This comes from the "HTTP_SESSION" variable name used by
mod_session to forward its data to CGls, since the prefix "HTTP_" is also
used by the Apache HTTP Server to pass HTTP header fields, per CGI
specifications.

The php_handler function in sapi/apache2handler/sapi_apache2.c in PHP
before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8, when the
Apache HTTP Server 2.4.x is used, allows remote attackers to cause a
denial of service (application crash) or possibly execute arbitrary code via
pipelined HTTP requests that result in a "deconfigured interpreter."

In PHP before 5.6.32, 7.x before 7.0.25, and 7.1.x before 7.1.11, an error
in the date extension's timelib_meridian handling of 'front of' and 'back
of' directives could be used by attackers able to supply date strings to
leak information from the interpreter, related to ext/date/lib/parse_date.c
out-of-bounds reads affecting the php_parse_date function. NOTE: this is
a different issue than CVE-2017-11145.

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, use of the
ap_get_basic_auth_pw() by third-party modules outside of the
authentication phase may lead to authentication requirements being
bypassed.

Double free vulnerability in the dsa_priv_decode function in crypto/dsa
/dsa_ameth.c in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g
allows remote attackers to cause a denial of service (memory corruption)
or possibly have unspecified other impact via a malformed DSA private
key.

The bcpowmod function in ext/bcmath/bcmath.c in PHP before 5.5.35,
5.6.x before 5.6.21, and 7.x before 7.0.6 modifies certain data structures
without considering whether they are copies of the _zero_, _one_, or
_two_ global variable, which allows remote attackers to cause a denial of
service or possibly have unspecified other impact via a crafted call.

An oracle protection mechanism in the get_client_master_key function in
s2_srvr.c in the SSLv2 implementation in OpenSSL before 0.9.8zf, 1.0.0
before 1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before 1.0.2a overwrites
incorrect MASTER-KEY bytes during use of export cipher suites, which
makes it easier for remote attackers to decrypt TLS ciphertext data by
leveraging a Bleichenbacher RSA padding oracle, a related issue to
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