
Scan Report

October 14, 2020

Summary

This document reports on the results of an automatic security scan. All dates are dis-

played using the timezone �Coordinated Universal Time�, which is abbreviated �UTC�. The

task was �space-deep�. The scan started at Wed Oct 14 10:25:41 2020 UTC and ended at

Wed Oct 14 11:12:34 2020 UTC. The report �rst summarises the results found. Then, for

each host, the report describes every issue found. Please consider the advice given in each

description, in order to rectify the issue.
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2 RESULTS PER HOST 2

1 Result Overview

Host High Medium Low Log False Positive

167.205.28.239 0 1 0 0 0
space.sbm.itb.ac.id

Total: 1 0 1 0 0 0

Vendor security updates are not trusted.
Overrides are o�. Even when a result has an override, this report uses the actual threat of the
result.
Information on overrides is included in the report.
Notes are included in the report.
This report might not show details of all issues that were found.
Issues with the threat level �Log� are not shown.
Issues with the threat level �Debug� are not shown.
Issues with the threat level �False Positive� are not shown.
Only results with a minimum QoD of 70 are shown.

This report contains result 1 of the 1 results selected by the �ltering above. Before �ltering
there were 99 results.

2 Results per Host

2.1 167.205.28.239

Host scan start Wed Oct 14 10:26:08 2020 UTC
Host scan end Wed Oct 14 11:11:50 2020 UTC

Service (Port) Threat Level

443/tcp Medium

2.1.1 Medium 443/tcp

Medium (CVSS: 5.0)
NVT: SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

Summary
This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists
only on HTTPS services.

Vulnerability Detection Result
'Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

. . . continues on next page . . .
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. . . continued from previous page . . .
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

'Vulnerable' cipher suites accepted by this service via the TLSv1.1 protocol:

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)

Solution
Solution type: Mitigation
The con�guration of this services should be changed so that it does not accept the listed cipher
suites anymore.
Please see the references for more resources supporting you with this task.

A�ected Software/OS
Services accepting vulnerable SSL/TLS cipher suites via HTTPS.

Vulnerability Insight
These rules are applied for the evaluation of the vulnerable cipher suites:
- 64-bit block cipher 3DES vulnerable to the SWEET32 attack (CVE-2016-2183).

Vulnerability Detection Method
Details: SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

OID:1.3.6.1.4.1.25623.1.0.108031

References
cve: CVE-2016-2183

cve: CVE-2016-6329

url: https://bettercrypto.org/

url: https://mozilla.github.io/server-side-tls/ssl-config-generator/

url: https://sweet32.info/

cert-bund: CB-K20/0321

cert-bund: CB-K20/0314

cert-bund: CB-K20/0157

cert-bund: CB-K19/0618

cert-bund: CB-K19/0615

cert-bund: CB-K18/0296

cert-bund: CB-K17/1980

cert-bund: CB-K17/1871

cert-bund: CB-K17/1803

cert-bund: CB-K17/1753

cert-bund: CB-K17/1750

cert-bund: CB-K17/1709

cert-bund: CB-K17/1558

. . . continues on next page . . .
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. . . continued from previous page . . .
cert-bund: CB-K17/1273

cert-bund: CB-K17/1202

cert-bund: CB-K17/1196

cert-bund: CB-K17/1055

cert-bund: CB-K17/1026

cert-bund: CB-K17/0939

cert-bund: CB-K17/0917

cert-bund: CB-K17/0915

cert-bund: CB-K17/0877

cert-bund: CB-K17/0796

cert-bund: CB-K17/0724

cert-bund: CB-K17/0661

cert-bund: CB-K17/0657

cert-bund: CB-K17/0582

cert-bund: CB-K17/0581

cert-bund: CB-K17/0506

cert-bund: CB-K17/0504

cert-bund: CB-K17/0467

cert-bund: CB-K17/0345

cert-bund: CB-K17/0098

cert-bund: CB-K17/0089

cert-bund: CB-K17/0086

cert-bund: CB-K17/0082

cert-bund: CB-K16/1837

cert-bund: CB-K16/1830

cert-bund: CB-K16/1635

cert-bund: CB-K16/1630

cert-bund: CB-K16/1624

cert-bund: CB-K16/1622

cert-bund: CB-K16/1500

cert-bund: CB-K16/1465

cert-bund: CB-K16/1307

cert-bund: CB-K16/1296

dfn-cert: DFN-CERT-2020-2141

dfn-cert: DFN-CERT-2020-0368

dfn-cert: DFN-CERT-2019-1455

dfn-cert: DFN-CERT-2019-0068

dfn-cert: DFN-CERT-2018-1296

dfn-cert: DFN-CERT-2018-0323

dfn-cert: DFN-CERT-2017-2070

dfn-cert: DFN-CERT-2017-1954

dfn-cert: DFN-CERT-2017-1885

dfn-cert: DFN-CERT-2017-1831

dfn-cert: DFN-CERT-2017-1821

dfn-cert: DFN-CERT-2017-1785

dfn-cert: DFN-CERT-2017-1626

dfn-cert: DFN-CERT-2017-1326

. . . continues on next page . . .
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. . . continued from previous page . . .
dfn-cert: DFN-CERT-2017-1239

dfn-cert: DFN-CERT-2017-1238

dfn-cert: DFN-CERT-2017-1090

dfn-cert: DFN-CERT-2017-1060

dfn-cert: DFN-CERT-2017-0968

dfn-cert: DFN-CERT-2017-0947

dfn-cert: DFN-CERT-2017-0946

dfn-cert: DFN-CERT-2017-0904

dfn-cert: DFN-CERT-2017-0816

dfn-cert: DFN-CERT-2017-0746

dfn-cert: DFN-CERT-2017-0677

dfn-cert: DFN-CERT-2017-0675

dfn-cert: DFN-CERT-2017-0611

dfn-cert: DFN-CERT-2017-0609

dfn-cert: DFN-CERT-2017-0522

dfn-cert: DFN-CERT-2017-0519

dfn-cert: DFN-CERT-2017-0482

dfn-cert: DFN-CERT-2017-0351

dfn-cert: DFN-CERT-2017-0090

dfn-cert: DFN-CERT-2017-0089

dfn-cert: DFN-CERT-2017-0088

dfn-cert: DFN-CERT-2017-0086

dfn-cert: DFN-CERT-2016-1943

dfn-cert: DFN-CERT-2016-1937

dfn-cert: DFN-CERT-2016-1732

dfn-cert: DFN-CERT-2016-1726

dfn-cert: DFN-CERT-2016-1715

dfn-cert: DFN-CERT-2016-1714

dfn-cert: DFN-CERT-2016-1588

dfn-cert: DFN-CERT-2016-1555

dfn-cert: DFN-CERT-2016-1391

dfn-cert: DFN-CERT-2016-1378

[ return to 167.205.28.239 ]

This �le was automatically generated.
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