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Abstract

Purpose — Inter-firm collaborative innovation typically requires knowledge sharing among individuals
employed by collaborating firms. However, it is also associated with considerable risks, especially if the
knowledge sharing process is not handled using proper judgment. Such risks have been acknowledged in the
literature, but the underlying empirical evidence remains unclear. This study aims to examine how sharing of
business-critical knowledge with external collaboration partners affects firm’s innovation performance.
Design/methodology/approach — The authors develop a mediating model and hypotheses predicting
that the uncontrolled sharing of knowledge leads to accidental knowledge leakage, which, in turn,
hinders particularly firm’s radical innovation performance. The authors test the model by using a survey of
150 technology-intensive firms in Finland and a partial least squares structural equation model. The
mediating model is tested with incremental and radical innovation performance, and the authors control
for firm size, age, R&D intensity and industry.

Findings — The authors find strong support for the model in that uncontrolled external knowledge sharing
leads to accidental knowledge leaking and to lower radical innovation performance. The same results are
not found for incremental innovation, implying that uncontrolled knowledge leakage is especially
detrimental to radical innovation.

Originality/value — These findings help in better understanding some of the downsides of too much
openness and lack of judgment about knowledge sharing beyond the boundaries of the firm. Thus, firms
pursuing radical innovation should carefully guide their employees with regard to what knowledge they
share, to what extent they share it and with whom they share it.

Keywords Knowledge sharing, Radical innovation, Incremental innovation, Inter-firm collaboration,
Knowledge leakage
Paper type Research paper

1. Introduction

Firms share knowledge with external partners for various important reasons and with
several strategic purposes in mind. Sharing knowledge externally helps firms scan the
competitive landscape in which they operate, develop new ideas and capabilities,
and eventually pursue incremental and/or radical innovations (Alexy et al., 2013; Foss
et al.,, 2010). As knowledge exchange between partners tends to be reciprocal,
external knowledge sharing helps to bring about benefits for innovation within and
beyond the partnership context (Tranekjer and Knudsen, 2012; see also Serenko and
Bontis, 2016). Indeed, research has shown that sharing knowledge externally can be
beneficial for firms’ innovation performance (Lazzarotti et al., 2011; Lin, 2007; Ritala
et al., 2015), and is a necessary condition for open innovation (Chesbrough, 2006).

However, sharing external knowledge also involves risks. As valuable core knowledge
plays a critical role in creating and sustaining the firm’s competitive advantage, this
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knowledge needs to be protected (Hernandez et al., 2015; Katila et al., 2008). Indeed,
sharing and exposing too much of such valuable core knowledge can have negative
effects on the firm’s innovation performance (Baughn et al., 1997; Dahlander and Gann,
2010; Hannah, 2005), the firm’s overall performance (Frishammar et al., 2015) and the
firm’s competitive advantage in the future (Norman, 2002). Hence, firms are conscious
of the need to deter knowledge spillovers and imitation (Ethiraj et al., 2008) and are
careful in determining “what type of knowledge is valuable” and “how this knowledge is
shared” (Connell et al., 2014, p. 140). At the same time, it has been found that revealing
some amount of knowledge (deliberately or accidentally) to partners can be beneficial
(Alexy et al., 2013; Alnuaimi and George, 2016; Henkel, 2006). Leaks may turn out to be
advantageous if they, for example, help spreading information that leads to new
business opportunities and enhances the buzz around a product or technology (Alexy
et al., 2013). Outgoing spillovers also enable the formation of a recombined pool of
complementary knowledge and capabilities between partners (Yang et al., 2010),
which feeds important knowledge back to the originator that can enhance innovative
efforts and performance.

Considering the potential benefits and risks, the role of core knowledge in collaborative
innovation presents a daunting paradox for managers of firms that engage in such
collaborative relationships. As pointed out by An et al. (2014), collaborative innovation
is very much dependent on both sharing and protection of knowledge in organizations.
Achieving a balance between sharing and withholding core knowledge is vital (Stenius
et al., 2016), as incentives to innovate have been noted to stem from a firm’s ability to
protect the value of its knowledge assets and the degree to which it appropriates future
rent streams (Liebeskind, 1996). In particular, knowledge that relates to radical
innovations loses its value if it is exposed too widely (Li et al., 2008). At the same time,
striking a balance between not disclosing and sharing knowledge is difficult — firms
often find themselves being either over-protective by sharing too little knowledge with
partners, or under-protective by sharing too much knowledge and risking the leakage
of core knowledge to others (Frishammar et al.,, 2015; Husted and Michailova, 2010;
Norman, 2002). This leads to tension between the benefits and risks of sharing
knowledge externally in the pursuit of innovation (Heiman and Nickerson, 2004).
Conceptualizing this as the “paradox of openness,” Laursen and Salter (2014, 870)
state that “openness and some sort of appropriability strategy go hand in hand: firms
need to disclose some knowledge to gain from external partners, but they need to also
protect parts of their knowledge if they are to gain value from the exchange.” Arora
et al. (2016, p. 1352) further referred to this as a tension between “organizational
openness” and “spillover prevention.”

How does then one solve the “paradox of openness” regarding core, business-critical
knowledge in collaborative innovation? Li et al. (2008) argue that firms should focus on
carefully identifying what knowledge to share and with whom, especially when there are
risks of core knowledge leakage. Further, Henkel (2006) and Alexy et al. (2013) advocate
for selectively revealing some parts of the firm’s knowledge base. We argue that a key to
understanding some of the downsides — and how to avoid them - is in analyzing
the openness of the process of individual-level knowledge sharing with external partners.
Some valuable, business-critical knowledge will be shared eventually, and when this
happens, the process should involve careful judgment about who should receive this
knowledge within the partner firm. The most delicate situations arise when the focal firm
possesses knowledge that has the potential to provide a radical departure from the current
knowledge, and when this knowledge unintentionally spills over, it might lose its value (Li
et al., 2008).

In our attempt to explain this issue, we address an important research gap. As discussed
so far, a cumulating body of research supports that there are challenges with uncontrolled
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openness in external knowledge sharing; however, the empirical evidence on the issue is
relatively limited. This is quite surprising, given the relevance of the issue for inter-firm
collaboration, knowledge sharing and innovation. Therefore, inquiring into this
phenomenon is relevant in both scholarly and practical terms. Furthermore, as
knowledge sharing is a personal-level phenomenon (van Dijk et al., 2016), there are
increasing calls for further research that focuses more on the individuals who share
(and receive) knowledge rather than on aggregating this behavior to organizations
(Foss et al., 2010; Ghosn and Rosenkopf, 2015; Salter et al., 2015). The current
literature also reveals a noticeable gap in the understanding of the knowledge sharing
activities of “provider side firms” in collaborative and open innovation (Tranekjer and
Knudsen, 2012). Finally, while the effects of radical innovation have been studied
extensively, less attention has been paid on the origins of such innovation (Delgado-
Verde et al., 2011; Schoenmakers and Duysters, 2010).

To address these issues, we pose the following research question:

RQ. How does a firm’s sharing of business-critical knowledge with external partners
affect its radical innovation performance?

Employees in the collaborating firms could unintentionally spread partnership-specific
knowledge too widely if there is no system for handling the received knowledge. The
question is, therefore, not so much whether employees share core knowledge with their
external partners but whether they know how to distinguish between desired and
undesired knowledge sharing and can make appropriate decisions regarding what to
share and with whom. To answer this question, we develop hypotheses suggesting a
mediating model where uncontrolled (vs selective) openness in sharing knowledge
externally leads to accidental knowledge leakage, which, in turn, hinders a firm’s
radical innovation performance. We test the hypotheses with partial least squares
(PLS)-structural equation modeling (SEM), utilizing data from a survey of 150
technology-intensive firms in Finland. Our results show that uncontrolled external
knowledge sharing leads to accidental knowledge leaking and to lower radical
innovation performance. We do not find the same results for incremental innovation,
implying that uncontrolled knowledge leakage is especially detrimental to radical
innovation.

These results provide novel insights into the dynamics of inter-firm knowledge sharing
and leaking, and resulting focal firm innovation performance, and thus contribute to
scholarly debates in the knowledge management and innovation space. First, our study
contributes to the literature on innovation appropriability in the collaborative innovation
context. Specifically, our analysis examines the boundaries of the benefits of openness
in showing that openness in knowledge sharing might have different types of outcomes,
depending on the type of innovation (i.e. incremental vs radical). Second, our results
contribute to the growing literature on inter-organizational knowledge sharing by
examining the relationship between knowledge sharing and knowledge leakage. While
the issue of knowledge sharing has been discussed extensively in the literature (for a
review, see Foss et al., 2010), the relationship between sharing and leaking is much
less clear. Third, bearing in mind that most prior studies on this topic are conducted at
network/alliance level (Dyer and Nobeoka, 2000; Kale et al., 2000; Norman, 2002) or
firm level (Hoetker and Agarwal, 2007; Laursen and Salter, 2014), we adopt a more fine-
grained approach and conduct our investigation at the individual level — an issue to
which we return in the presentation of our methodology. In doing so, we respond to
recent calls for gaining more knowledge of how individual choices about appropriability
and knowledge sharing openness shape a firm’s performance (Frishammar et al., 2015;
Hannah and Robertson, 2015; Ritala et al., 2015).
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2. Background and hypotheses
2.1 Appropriability of radical innovation, knowledge sharing and knowledge leakage

Appropriating value from innovation is the key motivation behind an innovation activity. As
innovations are valuable combinations of knowledge, the ownership and control rights to
such knowledge determine how much the innovating firms are able to benefit from such
knowledge (Teece, 1986). Radical innovations are combinations of knowledge that are
particularly novel and disconnected from current technologies, processes and practices
(Abernathy and Clark, 1985). It is much more difficult and rare to come across radical
innovations than incremental innovations, but the former nevertheless have a stronger effect
on a firm’s long-term success and on the development of markets and industries (Brown,
2010). Therefore, radical innovation is both high-risk and high-return, and innovation
appropriability is a critical condition in this context.

To understand the appropriability of radical innovation, focusing on the role of knowledge
and its sharing across organizational borders is fundamental. We highlight that external
relationships have been found to have highest impact on radical innovation (Delgado-Verde
et al., 2011). Also, radicalness is per se a departure from existing knowledge (Abernathy
and Clark, 1985), and thus, the new knowledge embedded in the radical innovation should
be disconnected from the existing knowledge space. If such a disconnection does not
occur, the value of the novelty embedded in the innovation will be rather incremental in
nature. Thus, the potential for radical innovation can be perceived as a function of securing
the core parts of the radical knowledge combinations within the boundaries of a focal
innovator, at least to the point where the innovation can be commercialized. The further and
the more firm-specific core knowledge is dispersed, the more it diminishes the value
embedded in the “radicalness” of the innovation. Indeed, such knowledge loses its value if
it is exposed too widely (Li et al., 2008).

In a collaborative innovation context, the problem of innovation appropriability is especially
challenging, as recent studies have highlighted (Laursen and Salter, 2014; Ritala and
Hurmelinna-Laukkanen, 2013). Despite the apparent risks, research has shown that
collaborative innovation is useful — if not crucial — for radical innovation (Belderbos et al.,
2004). In fact, radical innovations are often a result of collaborating with external partners
(West and Bogers, 2014). Reciprocal knowledge flows among different actors in the
collaborative innovation allow the knowledge combinations needed for radicalness to
be achieved. Knowledge sharing in radical innovation has two contrasting effects on the
potential radical innovation performance of the focal firm. On the one hand, the more
knowledge is shared among collaborating actors, the more potentially valuable radical
combinations may emerge, which can be appropriated eventually by the focal firm. On the
other hand, the value of novelty embedded in radical knowledge combinations diminishes
when more knowledge is dispersed in the immediate inter-organizational network of the firm
and beyond it, including to the firm’s competitors. We argue that two factors are especially
relevant to explain these problems in context:

1. theindividual-level judgment regarding the scope of external knowledge sharing; and

2. the business-critical, core knowledge leaked outside organizational boundaries.

2.2 Hypothesized model and level of analysis

Building on the underpinnings outlined above, our two starting points are that:

1. Pursuing radical innovations is a risky and uncertain endeavor (Keizer and Halman,
2007; O’Connor and Rice, 2013), especially when the innovation efforts involve external
partners (Mata and Woerter, 2013).
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2. The knowledge related to such innovations loses its value if it is spread too widely (Li
etal., 2008).

We focus on the individual level of analysis to consider whether knowledge is shared or
leaked, as individual employees are the actual agents making the decisions regarding what
and with whom to share both in general (Van Dik et al., 2016), as well as in collaborative
innovation contexts (Bogers, 2011; Husted and Michailova, 2010). We note that while there
are investigations conducted at the network and firm levels, individual-level examinations
are lacking, and it is only recently that the focus has shifted to individuals (Salter et al., 2015;
Jarvenpaa and Majchrzak, 2016). Thus, our analysis is concerned with individual
employees who participate in collaborations on behalf of their firm. Organizations can
benefit from allowing their employees to selectively share knowledge beyond the firm’s
boundaries because of the reciprocity of communication (Alexy et al., 2013, 2017). While
generally beneficial, such reciprocity implies that firms are vulnerable to their employees’
continuous exercise of judgment over knowledge sharing.

From this baseline rationale, we propose a hypothesized model that we depict in Figure 1.
The model suggests that the uncontrolled (as opposed to controlled, selective and
judicious) external sharing of business-critical knowledge will be negatively associated with
a focal firm’s radical innovation performance, and that this relationship will be mediated by
accidental knowledge leakage.

The dependent variable, radical innovation, is defined as completely new products or
services (Abernathy and Clark, 1985; Tushman and Anderson, 1986). This contrasts with
incremental innovation, which refers to products or services that are mere improvements on
existing ones (Abernathy and Clark, 1985; Tushman and Anderson, 1986). We particularly
argue this model to hold for radical innovation, because we expect it to be affected
especially by the loss of novelty value. Furthermore, in our empirical inquiry, we are
interested in radical innovation performance, i.e. how much the firm’s sales originate from
products and services in this category, as opposed to incrementally improved products or
services or those that have remained unchanged.

Uncontrolled external knowledge sharing refers to the lack of individual-level judgment
about business-critical knowledge sharing with an external partner. This judgment is
perceived as the employee’s decision concerning whether to share knowledge with anyone
in the partner organization(s) or only with the appropriate persons. When the employee
does not carefully consider with whom to share business-critical knowledge, the sharing is
considered as uncontrolled. In our model, this is suggested to lead to accidental knowledge
leakage. This concept refers to situations where a firm’'s employee accidentally exposes
business-critical knowledge that is not meant to be shared with external parties (Ritala et al.,
2015). These unwanted knowledge spillovers, also called leakages of knowledge to non-
authorized people (Ahmad et al, 2014), are a central issue in knowledge protection
research (Manhart and Thalmann, 2015). Examples of knowledge sharing that leads to
unwanted leakage include unrestrained collaborative environments, permitting overly easy

Figure 1 Hypothesized conceptual model

A

Uncontrolled + - Accidental - Radical
external knowledge v knowledge innovation
sharing leakage performance
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access and excessively open and exhaustive sharing with a partner about designs,
products and processes (Jiang et al., 2013). The leakage could take place through frequent
communication and interactions between individual members of the collaborating firms
(Kale et al.,, 2000) or at professional fairs, exhibitions, code committees or other formal or
informal occasions. It could also happen because of an individual’'s enthusiasm when he/
she perceives the partner as trustworthy or otherwise identifies with the partner (Husted
et al., 2013). All in all, we argue that such leakages will lead to the loss of radical innovation
performance of the focal firm.

In the following subsections, we provide key theoretical arguments that lead us to develop
the two formal hypotheses that link the key constructs explicated in the model.

2.3 External knowledge sharing openness and radical innovation performance

We start our theorizing with the direct link between knowledge sharing openness and
innovation performance (the upper arrow in Figure 1). In contrast to incremental innovation,
radical innovation often occurs in the context of small teams of individuals and organizations
(Stringer, 2000). In such settings, extensive knowledge sharing with external parties is not
necessarily an optimal option, as the benefits may be outweighed by the risks of limited value
capture and even the loss of one’s core knowledge (Olander et al., 2011). Radical ideas
enable the best capture of value when they are only shared with a closed group; radicalness
tends to “escape” when the ideas are shared too openly and/or too widely (Li et al., 2008).

Based on the novelty value embedded in radical innovations, we suggest that uncontrolled
openness may be harmful when contrasted with the controlled or selective sharing of
business-critical knowledge. Alexy et al. (2013, 2017) argue that it is highly beneficial for a firm
to put forward some core knowledge while still retaining its essential insights internally. As
mentioned earlier, in a partnership context, selective sharing requires the individual
employee’s judgment regarding what exactly should be shared and with whom. For example,
partner firms often use collaboration contracts that include confidentiality clauses, or
employees involved in knowledge exchange may be required to sign nondisclosure
agreements about the collaboration in question. These measures provide at least some formal
protection for a firm’'s knowledge, as they are considered reminders to the employees about
their responsibility of safeguarding trade secrets and core knowledge (Hannah, 2005).
However, such measures might not always regulate the actual behavior in knowledge sharing,
as much of the process takes place at the individual level and is dependent on the employee’s
choices, judgment, care and overall understanding of the content of the knowledge. If
knowledge related to radical innovation is shared without judicious consideration, the
knowledge may leak beyond the partner organization(s) and even reach the focal firm’s
competitors (Laursen and Salter, 2014), reducing the radicalness of the innovation.

2.4 External knowledge sharing openness and accidental knowledge leakage

The literature suggests that knowledge is typically shared most effectively among
employees who have the same or similar backgrounds (Wenger and Snyder, 2000).
Provided that these employees are selected to collaborate on a specific project or
partnership interface, they will likely share some similar features. Moreover, they are
assigned to work toward achieving a common goal, namely, that of the collaboration
project. In this sense, they work in the context of a public good dilemma. In other words,
they (and their organizations) all benefit, irrespective of the extent to which they individually
contribute (van Dijk and Wilke, 2000). However, when core knowledge is shared, the
collective interest leading to intensive knowledge sharing between partners might still
coincide with the private benefits of the focal firm.

Husted and Michailova (2010) emphasize that while the failure to share knowledge
sufficiently can result in a firm's inability to realize the intended benefit from the
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collaboration, excessive knowledge sharing can lead to a loss of firm-specific knowledge
and thus limited chances for enhancing the firm’s competitiveness in the future via core
knowledge-based innovations. Specifically, the employees labeled by these authors
as “gone natives” (those who are more allegiant to the collaboration than to their own firm)
are likely to engage in too much knowledge sharing with the partners (Husted et al., 2013).
The established connectedness, openness and trust based on social relations among
individuals tend to foster such behavior (Jansen et al., 2006; McFadyen and Cannella, 2004;
Subramaniam and Youndt, 2005). Such uncontrolled openness toward external partners is
likely to lead to accidental knowledge leakage. This occurs at an interpersonal level among the
individuals collaborating on behalf of the partnering firms that employ them. Knowledge
sharing may happen in mundane day-to-day, in more formal work-related activities and in
more informal social contexts.

2.5 Mediating effect of accidental knowledge leakage

Thus far, we have argued that as radical innovation activities are risky and uncertain (Mata and
Woerter, 2013), and their novelty vanishes if knowledge about them is prematurely
disseminated (Li et al., 2008; Oxley and Sampson, 2004), the choices that a firm’s employees
make in terms of external knowledge sharing are critical to the success of such innovation
activities. Therefore, we expect the employees’ uncontrolled, rather than selective, knowledge
sharing with external partners to be harmful to radical innovation performance. We also
propose that such knowledge sharing increases the likelihood of accidental knowledge
leakage. These combined arguments suggest the existence of a mediating effect: accidental
knowledge leakage will negatively mediate the relationship between uncontrolled external
knowledge sharing openness and radical innovation performance.

This mediating process takes place when knowledge is shared carelessly by the focal firm's
employees, and in this process, some key aspects of radical innovation may spill over, not
only to the partner firm but even further away in the network, including rivals (Frishammar et al.,
2015; Hernandez et al., 2015; Pahnke et al., 2015). First, this can strip away some of the
novelty of the focal firm'’s innovation (Ponce, 2011; Scotchmer and Green, 1990), and relatedly,
it may cause the firm to lose its lead time and commercialization potential if imitators are able
to enter the market first (Cohen et al., 2002). Such processes lead to the reduction in radical
innovation performance of the focal firm. Overall, the conceptual model and the arguments
provided so far allow us to put forward our main mediating hypothesis:

H1. Accidental knowledge leakage will negatively mediate the relationship between
uncontrolled external knowledge sharing and radical innovation performance.

To further study the potential harmful effects of uncontrolled knowledge sharing on
radical innovation performance, we also develop a comparative hypothesis related to
incremental innovation. In particular, it is important to know whether our arguments on the
novelty of radical innovation and related risks of knowledge sharing and leakage also hold for
innovation that is less novel. While radical innovation refers to completely new products or
services, incremental innovations are products or services that gradually improve existing
ones (Abernathy and Clark, 1985; Tushman and Anderson, 1986). Therefore, based on our
arguments so far, we expect incremental innovation performance not to be affected to the
same extent as radical innovation from unwanted knowledge leakage in inter-firm
collaborations. While radical innovation-related knowledge might seriously lose its value when
accidentally leaked outside, diffusing knowledge of incremental developments leads to less
harmful exposure given that such knowledge is more familiar to all industry peers and there is
thus less novelty value. Therefore, we hypothesize the following:

H2. Accidental knowledge leakage does not have a negative mediating effect on the
relationship between uncontrolled external knowledge sharing and incremental
innovation performance.
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3. Data and methods
3.1 Sample and data collection

To test the hypotheses, we use survey data collected in 2012 from members of the Federation
of Finnish Technology Industries. This national industry association covers Finland’s most
important industry sectors in terms of R&D investment (80 per cent of the total national
investment) and 55 per cent of Finnish exports (Federation of Finnish Technology Industries,
2014). Therefore, this empirical context is ideally suited for testing our hypotheses regarding
knowledge sharing, leakage and radical innovation performance. The survey was pretested
with a panel of experienced industry practitioners, allowing us to improve the clarity of several
of the survey items prior to launching the survey. We subsequently surveyed firms with at least
ten employees, and the overall population of comprised 1,273 companies in the machinery
and metal, electronics, information technology and planning and consulting industries.

In selecting the respondents, we followed the key informant selection criteria specified by
Kumar et al. (1993). For examining phenomena such as those in which we were interested,
we expected each key informant to possess a wide range of knowledge about his/her firm’s
activities and events, employees’ behaviors and the firm’s innovation performance. Thus,
we surveyed the chief executive officer (CEO) of each firm in the sample. The mean number
of employees per company was 148, and the median was 44, and therefore, we expect the
CEO to be rather well-informed about the activities in firms of these sizes. Attached to the
survey was a cover letter explaining that the respondent should answer to the best of his/her
judgment on behalf of the whole organization. We received 150 responses, representing an
effective response rate of 11.8 per cent. In our view, this is considered reasonable,
especially given the high status of the informants (Bartholomew and Smith, 2006).
Furthermore, we believe that this unique set of high-profile informants provides a feasible
data set that allows us to assess knowledge sharing and leakage behavior in inter-firm
context, as well as firm-specific innovation performance. Also, as our sample represents
multiple industries, and the studied phenomena are rather universal, we believe that our
results can provide implications to various types of firms and industry contexts.

Nonresponse bias was tested by comparing two groups of informants — those who
answered after the first contact and those who answered after the reminder. We used an
independent samples t-test to assess the mean differences between the two groups in all
the independent and dependent variables, as well as the demographic variables. We did
not find statistically significant differences for any of these variables. Table | describes the
key characteristics of the sample.

3.2 Measures

The dependent variable, radical innovation performance, was measured as the estimation
of a radical innovation’s effect on the total turnover of the focal firm in 2011. The survey
respondents were asked to estimate how the total turnover in 2011 was distributed among
three categories:

Table | Sample characteristics

Mean age Mean sales
Industry N (years) (MEur)
Manufacturing and mechanical engineering 84 21.15 32.21
Electronics and electro-technical 21 16.38 131.15
Information technology 19 16.74 17.73
Consulting engineering industries 26 15.38 19.40
Total sample 150 18.93 42.06
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1. products/services introduced in 2009-2011 that were completely new (radical
innovations);

2. products/services introduced in 2009-2011 that were improved (incremental
innovations); and

3. products/services that have practically been unchanged in the past three years.

This categorization allowed us to assess how knowledge sharing and leakage would affect
not only radical innovation performance but also incremental innovation performance, which
we used as a dependent variable for robustness checks to assess whether our model
would also work in the domain of incremental innovations. Measuring innovation
performance with these types of measures enabled an unambiguous assessment of
innovation outcomes (e.g. as opposed to multi-item variables). Considering the typically
challenging nature of measuring innovation outcomes, we followed Belderbos et al. (2004)
and Tomlinson(2010) in choosing single-item measures for incremental and radical
innovations.

We estimated uncontrolled external knowledge sharing with a measure developed on the
basis of Fugate et al’s (2009) work on the scope of knowledge sharing. We asked
the respondents to assess the typical behavior of the focal firm’s employees when they
became aware of business-critical knowledge in the context of a specific partnership. First,
the respondents were provided with a definition of “business-critical knowledge” as “the
type of knowledge that significantly affects the possibilities of the company to operate
competitively in its markets.” The logic behind this measure was that when business-critical
knowledge was available and related to a specific partnership context (e.g. technology,
market knowledge and product ideas), this knowledge would become relevant and
valuable when shared across organizational boundaries. However, as the potential of
knowledge leakage is affected by how widely in different contexts the knowledge is shared
(Hoecht and Trott, 2006), the developed measure focused on important differences in the
scope of the employees’ knowledge sharing behavior. One alternative was to share
knowledge very openly, without using judgment regarding the role and status of
the knowledge recipients in the partner organization(s). Another alternative was to be more
focused and selective, sharing such knowledge only with the appropriate persons within the
partner organization(s). The developed measure was intended to capture this logic by
presenting three potential knowledge recipients: the partner’s contact personnel, the
partner’s other functional departments/teams and the partner’s senior management
(Appendix).

Accidental knowledge leakage was estimated with a two-item composite measure
(Appendix) developed by Ritala et al. (2015). The two items focused on scenarios where
business-critical knowledge would be leaked accidentally: leakages to external partners
and leakages in other situations. The first item is referred to the typical situation in the
collaboration interface, where it could be pinpointed that the knowledge was leaked to
external partners. The second item covered a range of other situations where business-
critical knowledge might be leaked, such as professional fairs or exhibitions. As such
situations could take many different forms, we expected that this measurement, together
with the first item, would provide enough simplicity to capture the core of the phenomenon
(as suggested by Ritala et al., 2015).

Control variables were also included to ensure that the explanations for the dependent
variable, as well as the demographic differences among the sampled firms, would be
controlled for. Industry dummies were included in all models, categorized on the basis of
the industry categories used by the Federation of Finnish Technology Industries. These
comprised the manufacturing and mechanical engineering (used as a benchmark dummy)
industry, electronics and electro-technical industry, information technology industry and
consulting engineering industry. The size, age and R&D intensity of the firms were also
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controlled for, as these factors could affect the innovation output and the focal firm’s
resources for innovation in several ways (Chandy and Tellis, 2000). Firm size and firm age
were measured by the total sales of each company and the number of years since its
establishment, respectively. These details were collected from publicly available sources.
The respondents assessed the R&D intensity as the percentage of R&D expenses relative
to the sales of the focal firm in 2009. In cases of missing information in this regard, an
industry-specific median value was used. To ensure sufficient normality of the distributions
of the control variables, logarithm transformation was conducted for R&D intensity variable.

As the survey data were collected from a single informant representing each firm, this
presented the potential problem of common method variance. We tested this using
Harman’s one-factor test (Podsakoff et al., 2003). All continuous variables were inserted into
the exploratory factor analysis, and the unrotated factor solution showed that the largest
factor accounted for 46 per cent of the variance. However, this factor consisted only one of
the three items for external knowledge sharing, in line with the conceptual rationale of the
measure. Thus, we expect that common method variance would not be a major concern for
this study.

4. Results

We utilized PLS-SEM technique, using SmartPLS version 3.0 to analyze the results. Similar
to any SEM method, PLS helps to analyze structural measurement models and related parts
and also provides factor loadings similar to principal component analysis (Sosik et al.,
2009). Thus, PLS allows us to examine both the validity of the research model and to
analyze the empirical model in terms of hypothesized relationships and their significance.
PLS has several particular benefits over other potential structural modeling methods (Hair
et al., 2013). First, it allows for examining variables with non-normal distributions, such as in
the case of our innovation performance measures. Second, PLS works well for path model
estimations also for sufficiently small sample sizes relative to the research model complexity
(in this case, n = 150).

Appendix shows the factor loadings, average variance extracted (AVE) and construct
reliability (CR) scores for the two multi-item constructs used in this study (knowledge
sharing openness and accidental knowledge leakage). The factor loadings are all highly
significant, supporting their relationships with the specific constructs. Furthermore, the
construct reliabilities demonstrate high levels of reliability, with the CR values well above the
threshold 0.7 (Bagozzi and Yi, 1991), and the AVE scores also exceeded the threshold of
0.50 (Fornell and Larcker, 1981). Altogether, we can state that reliability and validity for the
measures are at a satisfactory level. Table Il reports the descriptive statistics and
correlations of the continuous variables used in the study. In addition, it allows us to further
assess the discriminant validity statistics between the multi-item constructs (knowledge
sharing openness and accidental knowledge leakage). In this assessment, we examine
whether the square roots of AVEs are greater than the correlation of these constructs to

Table Il Descriptive statistics, correlations and discriminant validity of the measures

Variable Mean  SD 1 2 S 4 5 6
1. External knowledge sharing 2.83 141 093

2. Accidental knowledge leakage 249 138 035 09

3. Incremental innovation performance 25.62 24.47 —0.16° —0.04 a

4. Radical innovation performance 960 1598 -0.12 -0.18" 006 *

5. Firm age 18.93 1451 0.13 015 -0.04 009 2

6. Firm size (MEur) 4206 174.07 —0.16° —0.09 —0.00 0.02 003 2
7. R&D intensity (Ln) 060 220 -0.06 002 023 021" 0.08 0.00

Notes: 'p < 0.1; "p < 0.05; (two-tailed); a = single-item indicator
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others in the model (Fornell and Larcker, 1981). This condition is fulfilled in the model, as
shown in Table Il for the first two items (highlighted with italics).

Tables Il reports the results of a PLS path model analyses which includes all variables in the
same model: control variables, the independent variable (knowledge sharing openness),
the mediator (accidental knowledge leakage) and two dependent variables (incremental
and radical innovation performance). This allows us to test our hypothesized model on
radical innovation (H7), while also testing whether the model holds for incremental
innovation (H2) to the same extent. Table Il provides path coefficient estimates along with
their t-values for each individual path. The results show that full mediation is supported for
radical innovation performance. Another notable result is that we fail to obtain similar results
for incremental innovation performance. Thus, we can conclude that H7 for the mediating
model is supported in terms of radical innovation performance, and that this effect is robust
in that it does not appear to take place in the incremental innovation context (supporting
H2).

5. Discussion and implications

Sharing knowledge with external partners is a key issue in collaborative innovation and a
necessary process for firms pursuing to reap the benefits of innovation (Trott and Hartmann,
2009; Tranekjer and Knudsen, 2012; West and Bogers, 2014). However, several studies
have shown that excessive knowledge exchange may be unproductive or lead to negative
consequences because of knowledge redundancy, spillovers or other “dark sides” of
innovation (Frishammar et al., 2015; Hoecht and Trott, 1999, 2006; Norman, 2004; Trott and

Table lll Results for PLS path model

Path
Path coefficient  t-value
Mediation model paths for incremental innovation performance
Uncontrolled external knowledge sharing — incremental innovation —0.054 0.620
Uncontrolled external knowledge sharing — accidental knowledge leakage 0.350" 4.244
Accidental knowledge leakage — incremental innovation —0.023 0.240
Mediation model paths for radical innovation performance
Uncontrolled external knowledge sharing — radical innovation —0.038 0.463
Uncontrolled external knowledge sharing —accidental knowledge leakage 0.350" 4.244
Accidental knowledge leakage — radical innovation —0.161" 2.118
Paths for control variables (incremental innovation performance)
Firm size — incremental innovation 0.008 0.076
Firm age — incremental innovation —0.018 0.249
R&D intensity — incremental innovation 0.200 1.405
Consulting engineering industries — incremental innovation 0.051 0.632
Electronics/electrotechnical industries — incremental innovation —0.041 0.480
Information technology industries — incremental innovation 0.285" 2.901
Paths for control variables (radical innovation performance)
Firm size — radical innovation —0.041 0.288
Firm age — radical innovation 0.136 1.336
R&D intensity — radical innovation 0.125 1.405
Consulting engineering industries — radical innovation 0.056 0.865
Electronics/electrotechnical industries — radical innovation 0.187 1.741
Information technology industries — radical innovation 0.118 1.257
Coefficient of determination (R?)
Incremental innovation performance 0.15
Radical innovation performance 0.11

Notes: 'p < 0.1; "p < 0.05; (two-tailed)
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Hartmann, 2009). The risks are especially pronounced regarding radical innovation
outcomes, as a firm’s proprietary knowledge related to radical innovation tends to lose its
value if it is diffused too widely (Li et al., 2008). While this intuition is well-grounded, we
identified a clear research gap in the current literature regarding the lack of empirical
evidence on the linkages between inter-firm knowledge sharing, leakage and radical
innovation outcomes.

Our empirical results based on a PLS model of 150 firms show that the uncontrolled external
sharing of business-critical knowledge is harmful to a firm'’s radical innovation performance,
and this effect is mediated through accidental knowledge leakage. The same mediating
effect did not get support in the case of incremental innovations. Thus, the results compel
us to suggest that business-critical knowledge should not be shared too openly or
uncritically if the focal firm is specifically pursuing radical innovations. Rather, more
selective and focused knowledge sharing can ensure that business-critical knowledge is
not accidentally leaked to too many people in the partner organization(s) and eventually to
competitors. These results highlight a striking difference between how innovation outcomes
are affected by knowledge leakage: incremental innovation does not suffer from knowledge
leakage that much, whereas for radical innovation, the downsides are substantial. While not
counter-intuitive, these results are original as existing research has provided scant
empirical evidence of this phenomenon. We therefore believe that they provide important
implications for research and managerial practice. We discuss those next and outline the
limitations of our research and suggest future research directions.

5.1 Theoretical implications

The literature on collaborative innovation has focused heavily on the positive aspects of
external collaboration and knowledge sharing, leaving the potential downsides largely
unexplored (Knudsen and Mortensen, 2011). Especially, research on knowledge leakage
still appears to be at a nascent stage of development (Ahmad et al., 2014; Durst et al.,
2015). Our study provides evidence of these downsides, especially in the radical innovation
context. While the literature has indeed noted the existence of potential disadvantages and
risks (Dahlander and Gann, 2010; Laursen and Salter, 2014; Trott and Hartmann, 2009), our
study provides a new, more comprehensive understanding of the important issue of the
specific risks related to the nature of the individual-level knowledge sharing process
(uncontrolled vs selective) and the resulting unintentional knowledge leakage that can take
place in inter-firm knowledge sharing contexts. Thus, our results complement the literature
that has recognized the need for a firm to control and manage external knowledge flows to
achieve positive innovation outcomes (Alexy et al., 2013; Henkel, 2006). Furthermore, our
focus on sharing knowledge with the firm’s partners has enabled us to contribute to the
limited yet growing discussion on the knowledge provider’s side of collaborative innovation
(Tranekjer and Knudsen, 2012).

Our results also contribute to the emerging literature on knowledge leakage within the
broader body of research on inter-organizational knowledge sharing. Recent studies
examining knowledge leakage in the collaborative R&D and innovation context (Frishammar
et al., 2015; Ritala et al., 2015) have shown that knowledge leakage can be detrimental to a
firm’s innovation performance. Our study complements these insights by offering a more
nuanced understanding of the phenomenon in the radical innovation context, especially by
underlining the role of employee decisions in what knowledge to share and with whom to
share it. Our results support that understanding employee behavior is important for
examining why business-critical knowledge leaks and how it can be protected (Baughn
et al., 1997; Hannah and Robertson, 2015); accordingly, the results respond to the calls for
research into the roles of individuals in the knowledge sharing interface (Foss et al., 2010;
Ghosn and Rosenkopf, 2015; Salter et al., 2015). For instance, research has shown that the
employees’ acknowledgment and willingness to follow guidance on these issues can vary
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(Olander and Hurmelinna-Laukkanen, 2015), and they might bend rules for the sake of
good collaboration (Hannah and Robertson, 2015), which could have critical effects in
terms of leakage if they do not use good judgment. As we have shown, this problem is
especially relevant for firms pursuing radical innovations.

Second, our study contributes to the literature on innovation appropriability in alliances and
networks (Dhanaraj and Parkhe, 2006; Laursen and Salter, 2014). Our results demonstrate
how novel knowledge combinations lose their value if knowledge is spread too widely in the
collaborative interface. The more complex and networked the context of the innovation
activities is, the more care must be exercised in the process of sharing knowledge related
to radical innovation to ensure the appropriability of the related value.

5.2 Practical implications

Our analysis provides a set of implications for managers working in companies that pursue
both radical and incremental innovation goals. The key finding that radical innovation
performance suffers when employees accidentally leak business-critical knowledge should
be taken seriously. While knowledge sharing is needed for external partnerships to work, an
excessively open approach may become counterproductive for an organization aiming to
reap the advantages of its radical ideas. In this regard, we found that when firms do not
control well the knowledge they share in external collaborations, it leads to accidental
knowledge leakage. Therefore, effective contractual and relational practices are required in
firms participating in external collaborations to ensure that employees exercise careful
judgment when sharing knowledge with partners. At firm level, these practices might
include non-disclosure agreements, patents and other intellectual property rights,
guidelines for sharing and protecting proprietary knowledge and technical barriers to
exclude some parts of radical innovation-related knowledge. In the partnership context,
useful practices include alliance contracts (related to what intellectual property belongs to
whom), joint principles for knowledge sharing among contact persons and clear rules
regarding the type of knowledge that should not be communicated.

On the other hand, when incremental innovations are being developed within a firm, sharing
some knowledge about these innovations might not be too harmful. Indeed, our results
suggest that firms need not to be overly worried of accidental knowledge leakage, as
individual revelations of incremental developments do not carry such risk of exposing the
best-kept in-house secrets. However, for incremental innovation, fully uncontrolled
knowledge sharing is likely not to be optimal either. Therefore, managers could determine
the means for exercising a suitable level of control that provides the best results for
innovation performance, depending on the radicalness of the innovation and the distinct
features of that innovation (e.g. are some ideas especially vulnerable for outside
exposure?).

Finally, in some cases, “selective revealing” of knowledge (Alexy et al., 2013) could even
generate positive outcomes. Firms should consider which elements of their innovation are
such that they could be revealed to collaboration partners and more broadly in a way that
provides benefits for the firm. Those benefits might include increasing reciprocity from
external parties that enable to develop the innovation further, as well as brand and
reputation benefits, as the information from the innovation is disseminated in the markets
and among prospective customers.

5.3 Limitations and future research

Our study has several limitations that should be accounted for when interpreting the results.
We focused explicitly on the firm possessing the knowledge and its employees’ knowledge
sharing behavior; we did not consider the complexity of collaborative innovation beyond this
focus. For instance, we did not examine the role and behavior of the knowledge recipient
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firm. Further, we did not differentiate between different types of inter-firm collaborative
projects, which can have a significant influence on the phenomenon under study. We see
potential in investigating how these issues modify the relationships between external
knowledge sharing and radical innovation that we have proposed.

Furthermore, our study faced limitations regarding the data collection procedure (cross-
sectional survey design) and the overall research design (measures and approaches). We
encourage further research examining not only individual employees’ decisions but also
what influences these decisions. For example, various important factors are likely to affect
the uncontrolled openness of external knowledge sharing, including those within and
beyond the employees’ own judgment. Employee-related factors could further relate to the
motivations behind knowledge sharing and leakage, as well as other issues associated with
the knowledge sharing behavior, scope and context. For instance, important issues include
organization-level education, systems and codes of conduct linked to knowledge sharing
and protection, as well as the organizational culture toward openness. Furthermore, future
research could focus on inter-partner dynamics in collaborative innovation and how these
affect knowledge leakage and its consequences for the firms involved in the collaboration.
For instance, it has been suggested that organizations that are weaker in innovative
knowledge assets strive to gain access to such assets by collaborating with stronger
partners (Alexy et al., 2013; Kale and Singh, 2009), and that such organizations might act in
an opportunistic manner in those relationships (Liebeskind, 1996; Teece, 2002).
Alternatively, stronger firms could be expected to use their bargaining power to their
advantage and distill relevant knowledge from the weaker partner. Finally, our research
relies on perceptional measures in addressing the issues of knowledge sharing, leakage
and innovation performance. Future studies — both qualitative and quantitative — could
develop alternative and more nuanced and accurate ways to measure knowledge that is
leaked and connect them with implications to focal firm innovation. We hope that future
studies will build on our work by examining these issues.

6. Concluding remarks

In this study, we examined how sharing of business-critical knowledge with external
collaboration partners affects a firm’s radical innovation performance. We started with the
assumption that there is a “dark side of openness” when it comes to external collaboration.
This is related to the possibility of business-critical knowledge leaking outside firm
boundaries, risking the novelty value of radical innovations. Using the data set of 150 CEOs
from Finnish technology industries, we found that the aforementioned risk indeed exists.
Uncontrolled sharing of knowledge among external collaboration partners leads to higher
possibility of accidental knowledge leakage, which is negatively associated with the firm’s
radical innovation performance. Knowledge leakage did not similarly hurt incremental
innovation performance, which further suggests that the risks of leakage relate most often to
radical innovation. Based on the study, we can conclude that managers and experts should
think carefully what type of knowledge is shared in external collaborations, with whom it is
shared and who is sharing it. Collaborative innovation is an increasing trend across
industries, and researchers and practitioners are well advised to recognize not only the
benefits of external knowledge sharing but also its downsides.
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Appendix

Construct Iltem Factor loading AVE CR
Uncontrolled external When an employee in our company becomes aware of 0.859 0.948
knowledge sharing important business critical information (related to the
context of a specific partnership), he or she typically. ..
(1-7-point scale)
The measure is reversed. This Quickly shares it with the partner’s contact personnel l..... 0.950""
means that the higher the score Shares it only with the appropriate contact persons of
in the measure, the more open/ the business partner
uncontrolled the knowledge Quickly shares it with the business partner’s other 0.959™"
sharing is. The lower the score functional departments/teams ..... Shares it only with the
is the more focused, selective, appropriate functional departments/teams of the
and controlled the sharing is business partner
Quickly shares it with the business partner’s senior 0.868""
management ..... Shares it only with the appropriate
senior managers of the business partner
Accidental knowledge leakage How well do the following statements characterize your 0.927 0.962
company'’s personnel? (1 = completely disagree, 7 =
completely agree)
Our employees accidentally leak business critical 0.957"
knowledge to our partners
Our employees accidentally leak business critical 0.968"

Radical and incremental
innovation performance

Response was asked in the
form of percentages, with an

advice that overall distribution
should be total of 100%

Note: "p < 0.01 (two-tailed)

PAGE 1122

JOURNAL OF KNOWLEDGE MANAGEMENT

knowledge in other situations
Please estimate how your total turnover in 2011 was
distributed between the categories below

Products/services introduced in 2009-2011 that were
completely new (radical innovations)

Products/services introduced in 2009-2011 that were
improved (incremental innovations)

Products/services that have practically been unchanged
in the last three years
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